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Certain versions of Opera Browser from Opera contain the following
vulnerability:

Opera before 7.54 allows remote attackers to modify properties and
methods of the location object and execute Javascript to read arbitrary
files from the client's local filesystem or display a false URL to the user.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Changelog for Opera 7.54 for Windows Patch

www.opera.com

text/xml

 CONFIRM
www.opera.com/docs/changelogs/windows/754/

Greymagic.com is for sale Exploit

Vendor Advisory

www.greymagic.com

text/html

 MISC
www.greymagic.com/security/advisories/gm008-
op/

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20040805 Opera: Location,
Location, Location

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 8331

CVE-2004-2570 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2004-2570/mitre
https://cve.report/CVE-2004-2570/nist
https://cve.report/CVE-2004-2570/cve_org
https://cve.report/CVE-2004-2570.pdf
http://cve.report/software/opera/opera_browser
http://cve.report/vendor/opera
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.opera.com/docs/changelogs/windows/754/
http://www.greymagic.com/security/advisories/gm008-op/
https://web.archive.org/web/2004/http://archives.neohapsis.com/archives/fulldisclosure/2004-08/0131.html
http://osvdb.org/8331


Gentoo Linux Documentation -- Opera: Multiple new
vulnerabilities

Patch

www.gentoo.org

text/html

 GENTOO GLSA-200408-05

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF opera-location-method-overwrite(16904)

Opera Remote Location Object Cross-Domain Scripting
Vulnerability

Patch

cve.report (archive)

text/html

 BID 10873

Secunia - Advisories - Opera Browser "location" Object
Write Access Vulnerability

Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 12233

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Opera Opera Browser All All All All

Application Opera Software Opera Web Browser 5.0.2 All All All

Application Opera Software Opera Web Browser 5.1.0 All All All

Application Opera Software Opera Web Browser 5.1.1 All All All

Application Opera Software Opera Web Browser 6.0.3 All All All

Application Opera Software Opera Web Browser 6.0.4 All All All

Application Opera Software Opera Web Browser 6.0.5 All All All

Application Opera Software Opera Web Browser 6.0.6 All All All

Application Opera Software Opera Web Browser 7.0 All All All

Application Opera Software Opera Web Browser 7.0.1 All All All

Application Opera Software Opera Web Browser 7.0.2 All All All

Application Opera Software Opera Web Browser 7.0.3 All All All

Application Opera Software Opera Web Browser 7.0_beta1 All All All

Application Opera Software Opera Web Browser 7.0_beta2 All All All

Application Opera Software Opera Web Browser 7.10 All All All

Application Opera Software Opera Web Browser 7.11 All All All

Application Opera Software Opera Web Browser 7.11b All All All

Application Opera Software Opera Web Browser 7.11j All All All

Application Opera Software Opera Web Browser 7.20 All All All
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Application Opera Software Opera Web Browser 7.20_beta1_build2981 All All All

Application Opera Software Opera Web Browser 7.21 All All All

Application Opera Software Opera Web Browser 7.22 All All All

Application Opera Software Opera Web Browser 7.23 All All All

Application Opera Software Opera Web Browser 7.50 All All All

Application Opera Software Opera Web Browser 7.50b1 All All All

Application Opera Software Opera Web Browser 7.51 All All All

Application Opera Software Opera Web Browser 7.52 All All All

Application Opera Software Opera Web Browser 7.53 All All All

Application Opera Software Opera Web Browser 5.0.2 All All All

Application Opera Software Opera Web Browser 5.1.0 All All All

Application Opera Software Opera Web Browser 5.1.1 All All All

Application Opera Software Opera Web Browser 6.0.3 All All All

Application Opera Software Opera Web Browser 6.0.4 All All All

Application Opera Software Opera Web Browser 6.0.5 All All All

Application Opera Software Opera Web Browser 6.0.6 All All All

Application Opera Software Opera Web Browser 7.0 All All All

Application Opera Software Opera Web Browser 7.0.1 All All All

Application Opera Software Opera Web Browser 7.0.2 All All All

Application Opera Software Opera Web Browser 7.0.3 All All All

Application Opera Software Opera Web Browser 7.0_beta1 All All All

Application Opera Software Opera Web Browser 7.0_beta2 All All All

Application Opera Software Opera Web Browser 7.10 All All All

Application Opera Software Opera Web Browser 7.11 All All All

Application Opera Software Opera Web Browser 7.11b All All All

Application Opera Software Opera Web Browser 7.11j All All All

Application Opera Software Opera Web Browser 7.20 All All All

Application Opera Software Opera Web Browser 7.20_beta1_build2981 All All All

Application Opera Software Opera Web Browser 7.21 All All All

Application Opera Software Opera Web Browser 7.22 All All All

Application Opera Software Opera Web Browser 7.23 All All All

Application Opera Software Opera Web Browser 7.50 All All All

Application Opera Software Opera Web Browser 7.50b1 All All All

Application Opera Software Opera Web Browser 7.51 All All All

Application Opera Software Opera Web Browser 7.52 All All All

Application Opera Software Opera Web Browser 7.53 All All All
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Application Opera Software Opera Web Browser 7.53 All All All

cpe:2.3:a:opera:opera_browser:*:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:5.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:5.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:6.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:6.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:6.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:6.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0_beta1:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0_beta2:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.10:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.11:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.11b:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.11j:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.20:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.20_beta1_build2981:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.21:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.22:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.23:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.50:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.50b1:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.51:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.52:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.53:*:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE

cpe:2.3:a:opera_software:opera_web_browser:5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:5.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:5.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:6.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:6.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:6.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:6.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0_beta1:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.0_beta2:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.10:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.11:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.11b:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.11j:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.20:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.20_beta1_build2981:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.21:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.22:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.23:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.50:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.50b1:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.51:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.52:*:*:*:*:*:*:*:

cpe:2.3:a:opera_software:opera_web_browser:7.53:*:*:*:*:*:*:*:



← Previous ID Next ID→

© CVE.report 2023   |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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