
CVE-2004-2595
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2004-2595

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-07-11 01:32:00 UTC

Description Absolute path traversal vulnerability in Quake II server before R1Q2 on Linux, as used in multiple products, allows remote attackers to cause a denial of service (application crash) via a download command with a full pathname for a directory in the argument, which causes the server to crash when it cannot read data.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Id Software Quake Ii Server Linux 3.20 All All All

Application Id Software Quake Ii Server Linux 3.21 All All All

Application Id Software Quake Ii Server Linux 3.20 All All All

Application Id Software Quake Ii Server Linux 3.21 All All All

References

Reference

Multiple Vulnerabilities in Quake II Server

IBM X-Force Exchange

SecurityTracker.com Archives - Quake II Has Multiple Bugs That Let Remote Users Obtain Information, Deny Service, and Possibly Execute Arbitrary Code

Secunia - Advisories - Quake2 Engine Multiple Vulnerabilities

Neohapsis Archives - Bugtraq - #0299 - Multiple Vulnerabilites in Quake II Server

11184

ID Software Quake II Server Multiple Remote Vulnerabilities

R1Q2 - R1CHs Hacked Quake II Client/Server
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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