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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

A numeric casting discrepancy in sdla_xfer in Linux kernel 2.6.x up to
2.6.5 and 2.4 up to 2.4.29-rc1 allows local users to read portions of
kernel memory via a large len argument, which is received as an int but
cast to a short, which prevents a read loop from filling a buffer.

CVSS2 Score: 2.1 - LOW

Access
Vector

Access
Complexity

Authentication

LOCAL LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

PARTIAL NONE NONE

CVE References

Description Tags Link

Secunia - Advisories - Debian update for kernel-
source-2.4.27

web.archive.org

text/html

 SECUNIA 19369

Advisories - Mandriva www.mandriva.com

text/html

 MANDRIVA MDKSA-2006:072

Mandriva update for kernel - Advisories - Secunia web.archive.org

text/html

 SECUNIA 18977

Linux-Kernel Archive: Re: [CHECKER] Probable
security holes in 2.6.5

Exploit

www.uwsg.iu.edu

text/x-diff

Inactive Link Not Archived

 MLIST [linux-kernel] 20040416 Re: [CHECKER]
Probable security holes in 2.6.5

Advisories - Mandriva Linux wwwnew.mandriva.com

text/html

 MANDRIVA MDKSA-2006:044

CVE-2004-2607 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2004-2607/mitre
https://cve.report/CVE-2004-2607/nist
https://cve.report/CVE-2004-2607/cve_org
https://cve.report/CVE-2004-2607.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2004/http://secunia.com/advisories/19369
http://www.mandriva.com/security/advisories?name=MDKSA-2006:072
https://web.archive.org/web/2004/http://secunia.com/advisories/18977
https://cve.report/CVE-2004-2607/37556e93
http://wwwnew.mandriva.com/security/advisories?name=MDKSA-2006:044


Linux-Kernel Archive: Re: [CHECKER] Probable
security holes in 2.6.5

web.archive.org

text/html

Inactive Link Not Archived

 MLIST [linux-kernel] 20040416 Re: [CHECKER]
Probable security holes in 2.6.5

Debian -- Security Information -- DSA-1018-2 kernel-
source-2.4.27

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1018

Linux Kernel SDLA_XFER Kernel Memory
Disclosure Vulnerability

cve.report (archive)

text/html

 BID 16759

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Linux Linux Kernel 2.4.0 test1 All All

Operating
System

Linux Linux Kernel 2.4.0 test10 All All

Operating
System

Linux Linux Kernel 2.4.0 test11 All All

Operating
System

Linux Linux Kernel 2.4.0 test12 All All

Operating
System

Linux Linux Kernel 2.4.0 test2 All All

Operating
System

Linux Linux Kernel 2.4.0 test3 All All

Operating
System

Linux Linux Kernel 2.4.0 test4 All All

Operating
System

Linux Linux Kernel 2.4.0 test5 All All

Operating
System

Linux Linux Kernel 2.4.0 test6 All All

Operating
System

Linux Linux Kernel 2.4.0 test7 All All

Operating
System

Linux Linux Kernel 2.4.0 test8 All All

Operating
System

Linux Linux Kernel 2.4.0 test9 All All

Operating
System

Linux Linux Kernel 2.4.18 All x86 All

Operating
System

Linux Linux Kernel 2.4.18 pre1 All All

Operating Linux Linux Kernel 2.4.18 pre2 All All
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Operating
System

Linux Linux Kernel 2.4.18 pre2 All All

Operating
System

Linux Linux Kernel 2.4.18 pre3 All All

Operating
System

Linux Linux Kernel 2.4.18 pre4 All All

Operating
System

Linux Linux Kernel 2.4.18 pre5 All All

Operating
System

Linux Linux Kernel 2.4.18 pre6 All All

Operating
System

Linux Linux Kernel 2.4.18 pre7 All All

Operating
System

Linux Linux Kernel 2.4.18 pre8 All All

Operating
System

Linux Linux Kernel 2.4.19 pre1 All All

Operating
System

Linux Linux Kernel 2.4.19 pre2 All All

Operating
System

Linux Linux Kernel 2.4.19 pre3 All All

Operating
System

Linux Linux Kernel 2.4.19 pre4 All All

Operating
System

Linux Linux Kernel 2.4.19 pre5 All All

Operating
System

Linux Linux Kernel 2.4.19 pre6 All All

Operating
System

Linux Linux Kernel 2.4.21 pre1 All All

Operating
System

Linux Linux Kernel 2.4.21 pre4 All All

Operating
System

Linux Linux Kernel 2.4.21 pre7 All All

Operating
System

Linux Linux Kernel 2.4.22 pre10 All All

Operating
System

Linux Linux Kernel 2.4.23 All All All

Operating
System

Linux Linux Kernel 2.4.23 pre9 All All

Operating
System

Linux Linux Kernel 2.4.23_ow2 All All All

Operating
System

Linux Linux Kernel 2.4.24 All All All

Operating
System

Linux Linux Kernel 2.4.24_ow1 All All All

Operating
System

Linux Linux Kernel 2.4.25 All All All

Operating Linux Linux Kernel 2.4.26 All All All
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Operating
System

Linux Linux Kernel 2.4.26 All All All

Operating
System

Linux Linux Kernel 2.4.27 All All All

Operating
System

Linux Linux Kernel 2.4.27 pre1 All All

Operating
System

Linux Linux Kernel 2.4.27 pre2 All All

Operating
System

Linux Linux Kernel 2.4.27 pre3 All All

Operating
System

Linux Linux Kernel 2.4.27 pre4 All All

Operating
System

Linux Linux Kernel 2.4.27 pre5 All All

Operating
System

Linux Linux Kernel 2.4.28 All All All

Operating
System

Linux Linux Kernel 2.4.29 All All All

Operating
System

Linux Linux Kernel 2.4.29 rc1 All All

Operating
System

Linux Linux Kernel 2.6.0 All All All

Operating
System

Linux Linux Kernel 2.6.1 rc1 All All

Operating
System

Linux Linux Kernel 2.6.1 rc2 All All

Operating
System

Linux Linux Kernel 2.6.2 All All All

Operating
System

Linux Linux Kernel 2.6.3 All All All

Operating
System

Linux Linux Kernel 2.6.4 All All All

Operating
System

Linux Linux Kernel 2.6.5 All All All

Operating
System

Linux Linux Kernel 2.4.0 test1 All All

Operating
System

Linux Linux Kernel 2.4.0 test10 All All

Operating
System

Linux Linux Kernel 2.4.0 test11 All All

Operating
System

Linux Linux Kernel 2.4.0 test12 All All

Operating
System

Linux Linux Kernel 2.4.0 test2 All All

Operating
System

Linux Linux Kernel 2.4.0 test3 All All

http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel


Operating
System

Linux Linux Kernel 2.4.0 test4 All All

Operating
System

Linux Linux Kernel 2.4.0 test5 All All

Operating
System

Linux Linux Kernel 2.4.0 test6 All All

Operating
System

Linux Linux Kernel 2.4.0 test7 All All

Operating
System

Linux Linux Kernel 2.4.0 test8 All All

Operating
System

Linux Linux Kernel 2.4.0 test9 All All

Operating
System

Linux Linux Kernel 2.4.18 All x86 All

Operating
System

Linux Linux Kernel 2.4.18 pre1 All All

Operating
System

Linux Linux Kernel 2.4.18 pre2 All All

Operating
System

Linux Linux Kernel 2.4.18 pre3 All All

Operating
System

Linux Linux Kernel 2.4.18 pre4 All All

Operating
System

Linux Linux Kernel 2.4.18 pre5 All All

Operating
System

Linux Linux Kernel 2.4.18 pre6 All All

Operating
System

Linux Linux Kernel 2.4.18 pre7 All All

Operating
System

Linux Linux Kernel 2.4.18 pre8 All All

Operating
System

Linux Linux Kernel 2.4.19 pre1 All All

Operating
System

Linux Linux Kernel 2.4.19 pre2 All All

Operating
System

Linux Linux Kernel 2.4.19 pre3 All All

Operating
System

Linux Linux Kernel 2.4.19 pre4 All All

Operating
System

Linux Linux Kernel 2.4.19 pre5 All All

Operating
System

Linux Linux Kernel 2.4.19 pre6 All All

Operating
System

Linux Linux Kernel 2.4.21 pre1 All All

Operating
System

Linux Linux Kernel 2.4.21 pre4 All All
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Operating
System

Linux Linux Kernel 2.4.21 pre7 All All

Operating
System

Linux Linux Kernel 2.4.22 pre10 All All

Operating
System

Linux Linux Kernel 2.4.23 All All All

Operating
System

Linux Linux Kernel 2.4.23 pre9 All All

Operating
System

Linux Linux Kernel 2.4.23_ow2 All All All

Operating
System

Linux Linux Kernel 2.4.24 All All All

Operating
System

Linux Linux Kernel 2.4.24_ow1 All All All

Operating
System

Linux Linux Kernel 2.4.25 All All All

Operating
System

Linux Linux Kernel 2.4.26 All All All

Operating
System

Linux Linux Kernel 2.4.27 All All All

Operating
System

Linux Linux Kernel 2.4.27 pre1 All All

Operating
System

Linux Linux Kernel 2.4.27 pre2 All All

Operating
System

Linux Linux Kernel 2.4.27 pre3 All All

Operating
System

Linux Linux Kernel 2.4.27 pre4 All All

Operating
System

Linux Linux Kernel 2.4.27 pre5 All All

Operating
System

Linux Linux Kernel 2.4.28 All All All

Operating
System

Linux Linux Kernel 2.4.29 All All All

Operating
System

Linux Linux Kernel 2.4.29 rc1 All All

Operating
System

Linux Linux Kernel 2.6.0 All All All

Operating
System

Linux Linux Kernel 2.6.1 rc1 All All

Operating
System

Linux Linux Kernel 2.6.1 rc2 All All

Operating
System

Linux Linux Kernel 2.6.2 All All All

Operating
System

Linux Linux Kernel 2.6.3 All All All
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Operating
System

Linux Linux Kernel 2.6.4 All All All

Operating
System

Linux Linux Kernel 2.6.5 All All All

cpe:2.3:o:linux:linux_kernel:2.4.0:test1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test11:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test7:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test8:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test9:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre6:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre5:*:*:*:*:*:*:
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cpe:2.3:o:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.21:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.21:pre4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.21:pre7:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.22:pre10:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.23:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.23_ow2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.24:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.24_ow1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.25:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.26:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.28:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.29:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.29:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.0:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.1:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test1:*:*:*:*:*:*:



cpe:2.3:o:linux:linux_kernel:2.4.0:test1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test11:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test7:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test8:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.0:test9:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre6:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.21:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.21:pre4:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE

cpe:2.3:o:linux:linux_kernel:2.4.21:pre7:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.22:pre10:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.23:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.23_ow2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.24:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.24_ow1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.25:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.26:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre4:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.27:pre5:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.28:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.29:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.29:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.0:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.1:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:

https://cve.report/CVE-2004-2606
https://cve.report/CVE-2004-2608
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