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Summary

CVE CVE-2004-2628

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-07-20 01:29:00 UTC

Description Multiple directory traversal vulnerabilities in thttpd 2.07 beta 0.4, when running on Windows, allow remote attackers to read arbitrary files via a URL that contains (1) a hex-encoded backslash dot-dot sequence ("%5C..") or (2) a drive letter (such as "C:").

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Acme Labs Thttpd 2.0.7_beta_0.4 All All All

Application Acme Labs Thttpd 2.0.7_beta_0.4 All All All

References

Reference Source Link

Acme thttpd Directory Traversal Vulnerability BID www.securityfocus.com

20040804 Bug@thttpd FULLDISC archives.neohapsis.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityTracker.com Archives - thttpd Input Validation Error Discloses Files to Remote Users SECTRACK securitytracker.com

'Bug@thttpd' - MARC BUGTRAQ marc.info

thttpd MISC www.acme.com

8372 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/bid/10862
http://archives.neohapsis.com/archives/fulldisclosure/2004-08/0097.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/16882
http://securitytracker.com/alerts/2004/Aug/1010850.html
http://marc.info/?l=bugtraq&m=109164010629836&w=2
http://www.acme.com/software/thttpd/#releasenotes
http://www.osvdb.org/displayvuln.php?osvdb_id=8372
https://www.cve.org/CVERecord?id=CVE-2004-2628
https://nvd.nist.gov/vuln/detail/CVE-2004-2628


There are currently no legacy QID mappings associated with this CVE.
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