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Summary

CVE CVE-2004-2641

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-07-20 01:29:00 UTC

Description Unspecified vulnerability in Sun Fire 3800/4800/4810/6800, Sun Fire V1280, and Netra 1280 allows remote attackers to cause a denial of service (system controller hang) via IP Packets With Type of Service (TOS) Bits set.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sun Netra 1280 All All All All

Hardware Sun Netra 1280 All All All All

Hardware Sun Sun Fire 3800 All All All

Hardware Sun Sun Fire 4800 All All All

Hardware Sun Sun Fire 4810 All All All

Hardware Sun Sun Fire 6800 All All All

Hardware Sun Sun Fire v1280 All All All

Hardware Sun Sun Fire 3800 All All All

Hardware Sun Sun Fire 4800 All All All

Hardware Sun Sun Fire 4810 All All All

Hardware Sun Sun Fire 6800 All All All

Hardware Sun Sun Fire v1280 All All All
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Sun Fire/Netra Remote TOS IP Packet Denial Of Service Vulnerability

#57544: On Sun Fire 3800/4800/4810/6800, Sun Fire V1280, and Netra 1280, IP Packets With Type of Service (TOS) Bits May Hang the System Controller java.lang.NullPointerException

Secunia - Advisories - Sun Fire IP TOS Denial of Service Vulnerability

5577

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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