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CVE-2004-2660

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLUAUNCNIINAC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Memory leak in direct-io.c in Linux kernel 2.6.x before 2.6.10 allows
local users to cause a denial of service (memory consumption) via
certain O_DIRECT (direct 10) write requests.

CVE-2004-2660 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.9 - MEDIUM

Access Access Authentication
Vector Complexity

Low [ NN
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [NONE_

CVE References
Description Tags Link
Debian update for kernel-source-2.6.8 - Advisories - >{ SECUNIA 22093
Secunia
(7) CONFIRM linux.bkbits.net:8080/linux-
2.6/cset@4182a6130VsK0-8eCWpyYFrUf8rhLA

Red Hat update for kernel - Advisories - Secunia ){ SECUNIA 21605
Linux Kernel Direct-10.C Local Denial of Service (2 BID 19665
Vulnerability
rhn.redhat.com | Red Hat Support & REDHAT RHSA-2006:0617

ASA-2006-203 (RHSA-2006-0617) (© CONFIRM


https://cve.report/
https://cve.report/CVE-2004-2660/mitre
https://cve.report/CVE-2004-2660/nist
https://cve.report/CVE-2004-2660/cve_org
https://cve.report/CVE-2004-2660.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2004/http://secunia.com/advisories/22093
http://linux.bkbits.net:8080/linux-2.6/cset@4182a613oVsK0-8eCWpyYFrUf8rhLA
https://web.archive.org/web/2004/http://secunia.com/advisories/21605
http://cve.report/bid/19665
http://www.redhat.com/support/errata/RHSA-2006-0617.html

support.avaya.com/elmodocs2/security/ASA-2006-
203.htm
Debian -- Security Information -- DSA-1184-2 kernel- (© DEBIAN DSA-1184
source-2.6.8
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:10165
Avaya Products Linux Kernel Multiple Vulnerabilities Y SECUNIA 22174
- Advisories - Secunia
m A CONFIRM
www.kernel.org/pub/linux/kernel/v2.6/ChangelLog-
2610
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.6.0 All All All
System

Operating Linux Linux Kernel 2.6.0 All 64-bit_x86 All
System

Operating Linux Linux Kernel 2.6.0 All itanium_ia64_montecito All
System

Operating Linux Linux Kernel 2.6.0 test1 All All
System

Operating Linux Linux Kernel 2.6.0 test10 All All
System

Operating Linux Linux Kernel 2.6.0 test11 All All
System

Operating Linux Linux Kernel 2.6.0 test2 All All
System

Operating Linux Linux Kernel 2.6.0 test3 All All
System

Operating Linux Linux Kernel 2.6.0 test4 All All
System

Operating Linux Linux Kernel 2.6.0 tests All All
System

Operating Linux Linux Kernel 2.6.0 test6 All All
System

Operating Linux Linux Kernel 2.6.0 test7 All All
System


http://support.avaya.com/elmodocs2/security/ASA-2006-203.htm
http://www.debian.org/security/2006/dsa-1184
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10165
https://web.archive.org/web/2004/http://secunia.com/advisories/22174
https://cve.report/CVE-2004-2660/d666144f
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Linux Kernel

Linux Kernel
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Linux Kernel

Linux Kernel
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Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

Linux Kernel

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.0:*:itanium_ia64_montecito

koK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.0:test10:*:*:*:*:*:*:

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.8.1.5

2.6.9

2.6.9

2.6.9

2.6.9

2.6.9

2.6.9

2.6 _test9 cvs

Kk kKK,

All

All

All

All

All

All

All

All

All

All

All

2.6.20

rcl

rc2

rc3

rc4

All

amd64_k8_smp

amd64_xeon

k7

k7_smp

power3

power3_smp

power4

power4_smp

powerpc

powerpc_smp

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:™:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*: " *:*:

akak Lk akukk.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:":*:

KKk kLkuk.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

KKk akakk.

cpe:2.3:0:linux:linux_kernel:2.6.2:rc1:*:*:

KRk akukk.

cpe:2.3:0:linux:linux_kernel:2.6.2:rc2:*:*:*:*:*:*:

kKK akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.2:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:**:*:*:

KRk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc1:*:*:*:**:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc3:*:*:*:*:*::

Kk uk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc4:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.4: "

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc1:*:*:*:*:*::

Kk ak kR k.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc2:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc3:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:rc1:*:*:*:**::

KKk akak k.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:



kKK akLkk.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

kKK akLkk.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:***:*:*:

KKk kLK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:686_smp:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5::amd64:*:*:*:*:*:

KKKk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_k8_smp:*:*:*:*:*:

Skakakakuk.

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_xeon:*:*:*:*:*:

KKk Kk,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:k7:*:*:*:*:*:

LKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:k7_smp:*:*:*:*:*:



Akk Lk akukk.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc4:*:*:*:*:*:*:

dkkak ok akakk.

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:™:*:*:*:*

cpe:2.3:0:linux:linux_kernel:2.6.0::*:*:**:*:*:

akk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:*:itanium_ia64_montecito:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:*:*:*:*:

dkak kR ukuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:**:*:*:*:

kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:

Kk koK Rk,

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*: %

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

Kk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.2:rc1:*:*:*:*: "



cpe:2.3:0:linux:linux_kernel:2.6.4::*:*:**:*:*:

akLk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc1:"::

kKK akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:***:*:*:

akakLkakukuk.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc1:*:*:

Kk K akukk.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

KLk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*:*:

KRk kLR k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc2:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7: "

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc2:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.7:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*::

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """



cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:* """

Ak kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_k8_smp:*:*:*:*:*:

I

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:":amd64_xeon:*:*:*:*:*:

Skukakukk.

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power3_smp:*:*:*:*:*:

akLk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power4*:*:*:*:*:

Kk uk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc2:*:*:*:*:*:*:

Kk uk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc3:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.9:rcd:*:*:*:*:*:*:

dkak kR ok akak,

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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