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AVNACHAUNCP/IPIAP Certain versions of Tru64 from Hp contain the following vulnerability:

Unspecified vulnerability in HP Tru64 UNIX 5.1B PK2(BL22) and
PK3(BL24), and 5.1A PK6(BL24), when using IPsec/IKE (Internet Key
Exchange) with Certificates, allows remote attackers to gain privileges
via unknown attack vectors.

CVE-2004-2678 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.1-MEDIUM
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CVE References

Description Tags Link
HP Tru64 IPSec/IKE Flaw in Processing Certificates May Let Remote Users Access (%) SECTRACK
the System - Security Tracker 1009329
text/html
IBM X-Force Exchange € XF trub4-ipsec-ike-
gain-access(15397)
HP Tru64 UNIX Unspecified IPsec/IKE Remote Privilege Escalation Vulnerability (D) BID 9803
tsxtitmi|
@ HP HPSBTU00030

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2004-2678/mitre
https://cve.report/CVE-2004-2678/nist
https://cve.report/CVE-2004-2678/cve_org
https://cve.report/CVE-2004-2678.pdf
http://cve.report/software/hp/tru64
http://cve.report/vendor/hp
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securitytracker.com/id?1009329
https://exchange.xforce.ibmcloud.com/vulnerabilities/15397
http://cve.report/bid/9803
https://web.archive.org/web/2004/http://archives.neohapsis.com/archives/tru64/2004-q1/0004.html
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Hp Tru64 5.1a pké All All
System

Operating Hp Trué4 5.1b_p3k_bl24 All All All
System

Operating Hp Tru64 5.1b_pk2_bl22 All All All
System

Operating Hp Tru64 5.1a pk6 All All
System

Operating Hp Tru64 5.1b_p3k_bl24 All All All
System

Operating Hp Tru64 5.1b_pk2_bl22 All All All
System

No vendor comments have been submitted for this CVE
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