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Summary

CVE CVE-2004-2713

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2023-11-07 01:57:00 UTC

Description ** DISPUTED ** Zone Alarm Pro 1.0 through 5.1 gives full access to %windir%\Internet Logs\* to the EVERYONE group, which allows local users to cause a denial of service by modifying the folder contents or permissions. NOTE: this issue has been disputed by the vendor, who claims that it does not affect product functionality since the same information is also saved in a protected file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zonelabs Zonealarm 1.0 All pro All

Application Zonelabs Zonealarm 1.0 All pro All

References

Reference Source Link

20040821 Re: Unsecure file permission of ZoneAlarm pro. FULLDISC archives.neohapsis.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

20040825 Check Point - Zone Labs Division - Response to "Weak Default Permissions Vulnerability" BUGTRAQ archives.neohapsis.com

20040820 Re: Unsecure file permission of ZoneAlarm pro. FULLDISC archives.neohapsis.com

20040819 Unsecure file permission of ZoneAlarm pro. FULLDISC archives.neohapsis.com

9761 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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