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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

Multiple integer overflows in Sbus PROM driver
(drivers/sbus/char/openprom.c) for the Linux kernel 2.4.x up to 2.4.27,
2.6.x up to 2.6.7, and possibly later versions, allow local users to
execute arbitrary code by specifying (1) a small buffer size to the
copyin_string function or (2) a negative buffer size to the copyin

function.
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CVE References

Description Tags Link

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 7345

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 8363

No Description Provided Exploit

archives.neohapsis.com

Inactive Link Not Archived

 BUGTRAQ 20040629 linux kernel Sbus PROM
driver multiple integer overflows

'Sbus PROM Driver Multiple Integer Overflows' - Exploit  MISC

CVE-2004-2731 has been assigned by  cve@mitre.org to track the vulnerability
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'Sbus PROM Driver Multiple Integer Overflows' -
SecuriTeam

Exploit

www.securiteam.com

text/html

 MISC
www.securiteam.com/unixfocus/5GP0515DFW.html

Secunia - Advisories - Linux Kernel Sbus PROM Driver
Multiple Integer Overflow Vulnerabilities

Vendor Advisory

web.archive.org

text/html

 SECUNIA 11981

Debian -- Security Information -- DSA-1503-1 kernel-
source-2.4.27

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1503

Linux Kernel Sbus PROM Driver Multiple Integer
Overflow Vulnerabilities

cve.report (archive)

text/html

 BID 10632

Debian update for kernel - Secunia Advisories -
Vulnerability Information - Secunia.com

web.archive.org

text/html

 SECUNIA 29058

SecurityTracker.com Archives - Linux Kernel SBus
PROM Driver Integer Overflows Let Local Users Crash
the System

securitytracker.com

text/html

 SECTRACK 1010617

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Linux Linux Kernel 2.4.0 All All All

Operating
System

Linux Linux Kernel 2.4.0 test1 All All

Operating
System

Linux Linux Kernel 2.4.0 test10 All All

Operating
System

Linux Linux Kernel 2.4.0 test11 All All

Operating
System

Linux Linux Kernel 2.4.0 test12 All All

Operating
System

Linux Linux Kernel 2.4.0 test2 All All

Operating
System

Linux Linux Kernel 2.4.0 test3 All All

Operating
System

Linux Linux Kernel 2.4.0 test4 All All

Operating
System

Linux Linux Kernel 2.4.0 test5 All All

Operating
System

Linux Linux Kernel 2.4.0 test6 All All

Operating
System

Linux Linux Kernel 2.4.0 test7 All All
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Operating
System

Linux Linux Kernel 2.4.0 test8 All All

Operating
System

Linux Linux Kernel 2.4.0 test9 All All

Operating
System

Linux Linux Kernel 2.4.1 All All All

Operating
System

Linux Linux Kernel 2.4.10 All All All

Operating
System

Linux Linux Kernel 2.4.11 All All All

Operating
System

Linux Linux Kernel 2.4.11 pre3 All All

Operating
System

Linux Linux Kernel 2.4.12 All All All

Operating
System

Linux Linux Kernel 2.4.13 All All All

Operating
System

Linux Linux Kernel 2.4.14 All All All

Operating
System

Linux Linux Kernel 2.4.15 All All All

Operating
System

Linux Linux Kernel 2.4.16 All All All

Operating
System

Linux Linux Kernel 2.4.17 All All All

Operating
System

Linux Linux Kernel 2.4.18 All All All

Operating
System

Linux Linux Kernel 2.4.18 pre1 All All

Operating
System

Linux Linux Kernel 2.4.18 pre2 All All

Operating
System

Linux Linux Kernel 2.4.18 pre3 All All

Operating
System

Linux Linux Kernel 2.4.18 pre4 All All

Operating
System

Linux Linux Kernel 2.4.18 pre5 All All

Operating
System

Linux Linux Kernel 2.4.18 pre6 All All

Operating
System

Linux Linux Kernel 2.4.18 pre7 All All

Operating
System

Linux Linux Kernel 2.4.18 pre8 All All

Operating
System

Linux Linux Kernel 2.4.18 pre9 All All

Operating
System

Linux Linux Kernel 2.4.19 All All All
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System

Operating
System

Linux Linux Kernel 2.4.19 pre1 All All

Operating
System

Linux Linux Kernel 2.4.19 pre2 All All

Operating
System

Linux Linux Kernel 2.4.19 pre3 All All

Operating
System

Linux Linux Kernel 2.4.19 pre4 All All

Operating
System

Linux Linux Kernel 2.4.19 pre5 All All

Operating
System

Linux Linux Kernel 2.4.19 pre6 All All

Operating
System

Linux Linux Kernel 2.4.2 All All All

Operating
System

Linux Linux Kernel 2.4.20 All All All

Operating
System

Linux Linux Kernel 2.4.21 All All All

Operating
System

Linux Linux Kernel 2.4.21 pre1 All All

Operating
System

Linux Linux Kernel 2.4.21 pre4 All All

Operating
System

Linux Linux Kernel 2.4.21 pre7 All All

Operating
System

Linux Linux Kernel 2.4.22 All All All

Operating
System

Linux Linux Kernel 2.4.22 pre10 All All

Operating
System

Linux Linux Kernel 2.4.23 All All All

Operating
System

Linux Linux Kernel 2.4.23 pre9 All All

Operating
System

Linux Linux Kernel 2.4.23_ow2 All All All

Operating
System

Linux Linux Kernel 2.4.24 All All All

Operating
System

Linux Linux Kernel 2.4.24_ow1 All All All

Operating
System

Linux Linux Kernel 2.4.25 All All All

Operating
System

Linux Linux Kernel 2.4.26 All All All

Operating
System

Linux Linux Kernel 2.4.27 All All All

Operating
System

Linux Linux Kernel 2.4.27 pre1 All All
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System

Operating
System

Linux Linux Kernel 2.4.27 pre2 All All

Operating
System

Linux Linux Kernel 2.4.27 pre3 All All

Operating
System

Linux Linux Kernel 2.4.27 pre4 All All

Operating
System

Linux Linux Kernel 2.4.27 pre5 All All

Operating
System

Linux Linux Kernel 2.4.28 All All All

Operating
System

Linux Linux Kernel 2.4.29 All All All

Operating
System

Linux Linux Kernel 2.4.29 rc1 All All

Operating
System

Linux Linux Kernel 2.4.29 rc2 All All

Operating
System

Linux Linux Kernel 2.4.3 All All All

Operating
System

Linux Linux Kernel 2.4.3 pre3 All All

Operating
System

Linux Linux Kernel 2.4.30 All All All

Operating
System

Linux Linux Kernel 2.4.30 rc2 All All

Operating
System

Linux Linux Kernel 2.4.30 rc3 All All

Operating
System

Linux Linux Kernel 2.4.31 All All All

Operating
System

Linux Linux Kernel 2.4.31 pre1 All All

Operating
System

Linux Linux Kernel 2.4.32 All All All

Operating
System

Linux Linux Kernel 2.4.32 pre1 All All

Operating
System

Linux Linux Kernel 2.4.32 pre2 All All

Operating
System

Linux Linux Kernel 2.4.33 All All All

Operating
System

Linux Linux Kernel 2.4.33 pre1 All All

Operating
System

Linux Linux Kernel 2.4.33.2 All All All

Operating
System

Linux Linux Kernel 2.4.33.3 All All All

Operating
System

Linux Linux Kernel 2.4.33.4 All All All
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System

Operating
System

Linux Linux Kernel 2.4.33.5 All All All

Operating
System

Linux Linux Kernel 2.4.34 All All All

Operating
System

Linux Linux Kernel 2.4.34 rc3 All All

Operating
System

Linux Linux Kernel 2.4.34.1 All All All

Operating
System

Linux Linux Kernel 2.4.34.2 All All All

Operating
System

Linux Linux Kernel 2.4.35 All All All

Operating
System

Linux Linux Kernel 2.4.35.2 All All All

Operating
System

Linux Linux Kernel 2.4.4 All All All

Operating
System

Linux Linux Kernel 2.4.5 All All All

Operating
System

Linux Linux Kernel 2.4.6 All All All

Operating
System

Linux Linux Kernel 2.4.7 All All All

Operating
System

Linux Linux Kernel 2.4.8 All All All

Operating
System

Linux Linux Kernel 2.4.9 All All All

Operating
System

Linux Linux Kernel 2.4.9_pre5 All All All

Operating
System

Linux Linux Kernel 2.6.0 All All All

Operating
System

Linux Linux Kernel 2.6.1 All All All

Operating
System

Linux Linux Kernel 2.6.2 All All All

Operating
System

Linux Linux Kernel 2.6.3 All All All

Operating
System

Linux Linux Kernel 2.6.4 All All All

Operating
System

Linux Linux Kernel 2.6.5 All All All

Operating
System

Linux Linux Kernel 2.6.6 All All All

Operating
System

Linux Linux Kernel 2.6.7 All All All

Operating
System

Linux Linux Kernel 2.4.0 All All All

http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel


System

Operating
System

Linux Linux Kernel 2.4.0 test1 All All

Operating
System

Linux Linux Kernel 2.4.0 test10 All All

Operating
System

Linux Linux Kernel 2.4.0 test11 All All

Operating
System

Linux Linux Kernel 2.4.0 test12 All All

Operating
System

Linux Linux Kernel 2.4.0 test2 All All

Operating
System

Linux Linux Kernel 2.4.0 test3 All All

Operating
System

Linux Linux Kernel 2.4.0 test4 All All

Operating
System

Linux Linux Kernel 2.4.0 test5 All All

Operating
System

Linux Linux Kernel 2.4.0 test6 All All

Operating
System

Linux Linux Kernel 2.4.0 test7 All All

Operating
System

Linux Linux Kernel 2.4.0 test8 All All

Operating
System

Linux Linux Kernel 2.4.0 test9 All All

Operating
System

Linux Linux Kernel 2.4.1 All All All

Operating
System

Linux Linux Kernel 2.4.10 All All All

Operating
System

Linux Linux Kernel 2.4.11 All All All

Operating
System

Linux Linux Kernel 2.4.11 pre3 All All

Operating
System

Linux Linux Kernel 2.4.12 All All All

Operating
System

Linux Linux Kernel 2.4.13 All All All

Operating
System

Linux Linux Kernel 2.4.14 All All All

Operating
System

Linux Linux Kernel 2.4.15 All All All

Operating
System

Linux Linux Kernel 2.4.16 All All All

Operating
System

Linux Linux Kernel 2.4.17 All All All

Operating
System

Linux Linux Kernel 2.4.18 All All All

http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel


System

Operating
System

Linux Linux Kernel 2.4.18 pre1 All All

Operating
System

Linux Linux Kernel 2.4.18 pre2 All All

Operating
System

Linux Linux Kernel 2.4.18 pre3 All All

Operating
System

Linux Linux Kernel 2.4.18 pre4 All All

Operating
System

Linux Linux Kernel 2.4.18 pre5 All All

Operating
System

Linux Linux Kernel 2.4.18 pre6 All All

Operating
System

Linux Linux Kernel 2.4.18 pre7 All All

Operating
System

Linux Linux Kernel 2.4.18 pre8 All All

Operating
System

Linux Linux Kernel 2.4.18 pre9 All All

Operating
System

Linux Linux Kernel 2.4.19 All All All

Operating
System

Linux Linux Kernel 2.4.19 pre1 All All

Operating
System

Linux Linux Kernel 2.4.19 pre2 All All

Operating
System

Linux Linux Kernel 2.4.19 pre3 All All

Operating
System

Linux Linux Kernel 2.4.19 pre4 All All

Operating
System

Linux Linux Kernel 2.4.19 pre5 All All

Operating
System

Linux Linux Kernel 2.4.19 pre6 All All

Operating
System

Linux Linux Kernel 2.4.2 All All All

Operating
System

Linux Linux Kernel 2.4.20 All All All

Operating
System

Linux Linux Kernel 2.4.21 All All All

Operating
System

Linux Linux Kernel 2.4.21 pre1 All All

Operating
System

Linux Linux Kernel 2.4.21 pre4 All All

Operating
System

Linux Linux Kernel 2.4.21 pre7 All All

Operating Linux Linux Kernel 2.4.22 All All All
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cpe:2.3:o:linux:linux_kernel:2.4.29:rc1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.29:rc2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.3:pre3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.30:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.30:rc2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.30:rc3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.31:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.31:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.32:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.32:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.32:pre2:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.33:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.33:pre1:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.33.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.33.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.33.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.33.5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.34:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.34:rc3:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.34.1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.34.2:*:*:*:*:*:*:*:
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cpe:2.3:o:linux:linux_kernel:2.4.35:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.35.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.6:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.7:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.8:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.9:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.4.9_pre5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.0:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.1:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:o:linux:linux_kernel:2.6.7:*:*:*:*:*:*:*:
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