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AVNACUAUNCCNAN Certain versions of Ownserver from Anteco Visual Technologies
contain the following vulnerability:

Directory traversal vulnerability in Anteco Visual Technologies
OwnServer 1.0 and earlier allows remote attackers to read arbitrary
files via a .. (dot dot) in a URL.

CVE-2004-2745 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access Access Authentication

Vector Complexity

Low [NONE

Confidentiality Integrity Availability

Impact Impact Impact
COMPLETE [ NON | (NONE_
CVE References

Description Tags Link

Anteco OwnServer Input Validation Flaw Discloses Files to (%) SECTRACK 1008800

Remote Users - SecurityTracker

SecurityFocus (7) BUGTRAQ 20040120 OwnServer 1.0

Directory Transversal Vulnerability

Anteco Visual Technologies OwnServer Directory Traversal | Exploit | (D) BID 9461

Vulnerabiliy

OwnServer 1.0 Directory Transversal Vulnerability - SREASON 3329
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Anteco Visual Technologies Ownserver All All All All

cpe:2.3:a:anteco_visual_technologies:ownserver:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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