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Summary

CVE CVE-2004-2763

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-01 22:30:00 UTC

Updated 2009-06-02 04:00:00 UTC

Description The default configuration of Sun ONE/iPlanet Web Server 4.1 SP1 through SP12 and 6.0 SP1 through SP5 responds to the HTTP TRACE request, which can allow remote attackers to steal information using cross-site tracing (XST) attacks in applications that are vulnerable to cross-site scripting.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Iplanet Web Server 4.1 sp1 All All

Application Sun Iplanet Web Server 4.1 sp1 enterprise All

Application Sun Iplanet Web Server 4.1 sp10 All All

Application Sun Iplanet Web Server 4.1 sp10 enterprise All

Application Sun Iplanet Web Server 4.1 sp11 All All

Application Sun Iplanet Web Server 4.1 sp11 enterprise All

Application Sun Iplanet Web Server 4.1 sp12 All All

Application Sun Iplanet Web Server 4.1 sp12 enterprise All

Application Sun Iplanet Web Server 4.1 sp2 All All

Application Sun Iplanet Web Server 4.1 sp2 enterprise All

Application Sun Iplanet Web Server 4.1 sp3 All All

Application Sun Iplanet Web Server 4.1 sp3 enterprise All

Application Sun Iplanet Web Server 4.1 sp4 All All

Application Sun Iplanet Web Server 4.1 sp4 enterprise All

Application Sun Iplanet Web Server 4.1 sp5 All All

Application Sun Iplanet Web Server 4.1 sp5 enterprise All

Application Sun Iplanet Web Server 4.1 sp6 All All
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Application Sun Iplanet Web Server 4.1 sp6 All All

Application Sun Iplanet Web Server 4.1 sp6 enterprise All

Application Sun Iplanet Web Server 4.1 sp7 All All

Application Sun Iplanet Web Server 4.1 sp7 enterprise All

Application Sun Iplanet Web Server 4.1 sp8 All All

Application Sun Iplanet Web Server 4.1 sp8 enterprise All

Application Sun Iplanet Web Server 4.1 sp9 All All

Application Sun Iplanet Web Server 4.1 sp9 enterprise All

Application Sun Iplanet Web Server 6.0 sp1 All All

Application Sun Iplanet Web Server 6.0 sp2 All All

Application Sun Iplanet Web Server 6.0 sp3 All All

Application Sun Iplanet Web Server 6.0 sp4 All All

Application Sun Iplanet Web Server 6.0 sp5 All All

Application Sun Iplanet Web Server 4.1 sp1 All All

Application Sun Iplanet Web Server 4.1 sp1 enterprise All

Application Sun Iplanet Web Server 4.1 sp10 All All

Application Sun Iplanet Web Server 4.1 sp10 enterprise All

Application Sun Iplanet Web Server 4.1 sp11 All All

Application Sun Iplanet Web Server 4.1 sp11 enterprise All

Application Sun Iplanet Web Server 4.1 sp12 All All

Application Sun Iplanet Web Server 4.1 sp12 enterprise All

Application Sun Iplanet Web Server 4.1 sp2 All All

Application Sun Iplanet Web Server 4.1 sp2 enterprise All

Application Sun Iplanet Web Server 4.1 sp3 All All

Application Sun Iplanet Web Server 4.1 sp3 enterprise All

Application Sun Iplanet Web Server 4.1 sp4 All All

Application Sun Iplanet Web Server 4.1 sp4 enterprise All

Application Sun Iplanet Web Server 4.1 sp5 All All

Application Sun Iplanet Web Server 4.1 sp5 enterprise All

Application Sun Iplanet Web Server 4.1 sp6 All All

Application Sun Iplanet Web Server 4.1 sp6 enterprise All

Application Sun Iplanet Web Server 4.1 sp7 All All

Application Sun Iplanet Web Server 4.1 sp7 enterprise All

Application Sun Iplanet Web Server 4.1 sp8 All All

Application Sun Iplanet Web Server 4.1 sp8 enterprise All

Application Sun Iplanet Web Server 4.1 sp9 All All
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Application Sun Iplanet Web Server 4.1 sp9 enterprise All

Application Sun Iplanet Web Server 6.0 sp1 All All

Application Sun Iplanet Web Server 6.0 sp2 All All

Application Sun Iplanet Web Server 6.0 sp3 All All

Application Sun Iplanet Web Server 6.0 sp4 All All

Application Sun Iplanet Web Server 6.0 sp5 All All

Application Sun One Web Server 4.1 All All All

Application Sun One Web Server 4.1 sp1 All All

Application Sun One Web Server 4.1 sp10 All All

Application Sun One Web Server 4.1 sp11 All All

Application Sun One Web Server 4.1 sp12 All All

Application Sun One Web Server 4.1 sp2 All All

Application Sun One Web Server 4.1 sp3 All All

Application Sun One Web Server 4.1 sp4 All All

Application Sun One Web Server 4.1 sp5 All All

Application Sun One Web Server 4.1 sp6 All All

Application Sun One Web Server 4.1 sp7 All All

Application Sun One Web Server 4.1 sp8 All All

Application Sun One Web Server 4.1 sp9 All All

Application Sun One Web Server 6.0 sp3 All All

Application Sun One Web Server 6.0 sp4 All All

Application Sun One Web Server 6.0 sp5 All All

Application Sun One Web Server 6.1 sp1 All All

Application Sun One Web Server 6.1 sp2 All All

Application Sun One Web Server 4.1 All All All

Application Sun One Web Server 4.1 sp1 All All

Application Sun One Web Server 4.1 sp10 All All

Application Sun One Web Server 4.1 sp11 All All

Application Sun One Web Server 4.1 sp12 All All

Application Sun One Web Server 4.1 sp2 All All

Application Sun One Web Server 4.1 sp3 All All

Application Sun One Web Server 4.1 sp4 All All

Application Sun One Web Server 4.1 sp5 All All

Application Sun One Web Server 4.1 sp6 All All

Application Sun One Web Server 4.1 sp7 All All

Application Sun One Web Server 4.1 sp8 All All
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Application Sun One Web Server 4.1 sp8 All All

Application Sun One Web Server 4.1 sp9 All All

Application Sun One Web Server 6.0 sp3 All All

Application Sun One Web Server 6.0 sp4 All All

Application Sun One Web Server 6.0 sp5 All All

Application Sun One Web Server 6.1 sp1 All All

Application Sun One Web Server 6.1 sp2 All All

References

Reference Source Link Tags

RUS-CERT - Home SUNALERT archive.cert.uni-stuttgart.de

Access denied | www.cgisecurity.com used Cloudflare to restrict access MISC www.cgisecurity.com Exploit

Vulnerability Note VU#867593 - Web servers enable HTTP TRACE method by default CERT-VN www.kb.cert.org US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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