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Summary

CVE CVE-2004-2778

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-27 20:29:00 UTC

Updated 2017-07-05 18:40:00 UTC

Description Ebuild in Gentoo may change directory and file permissions depending on the order of installed packages, which allows local users to read or write to restricted directories or execute restricted commands via navigating to the affected directories, or executing the affected commands.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gentoo Portage All All All All

Application Gentoo Portage All All All All

References

Reference

607426 – sys-process/cronbase: wrong permissions on dirs lets any user to use cron.

58611 – portage.py(mergeme) failes to change permission/ownership of a directory ${ROOT}/dir if ${IMAGE}/dir has different ownership/permissions.

oss-security - Re: Gentoo: order of installed packages may result in vary directories permissions, leading to crontab not requiring cron group membership as example.

396153 – persistent administrative override of file and directory permissions (like dpkg-statoverride)

Gentoo Bug 141619 - portage keeps directory permissions but updates file permissions on merge

607430 – Gentoo: order of installed packages may result in vary directories permissions, leading to crontab not requiring cron group membership as example.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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