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prefs.php in SquirrelMail before 1.4.4, with register_globals enabled, allows remote attackers to inject local code into the Sc

Risk And Classification

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail

Squirrelmail

Product

Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail
Squirrelmail

Squirrelmail

Version

1.0.4

1.0.5

1.2.0

1.2.1

1.2.10

1.2.11

1.2.2

1.2.3

1.2.4

1.25

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2005-0075/mitre
https://cve.report/CVE-2005-0075/nist
https://cve.report/CVE-2005-0075/cve_org
https://cve.report/api/cve/CVE-2005-0075.json
https://cve.report/CVE-2005-0075.pdf
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.3 All All All

Application Squirrelmail Squirrelmail 1.4.3a All All All

Application Squirrelmail Squirrelmail 1.04 All All All

Application Squirrelmail Squirrelmail 1.0.5 All All All

Application Squirrelmail Squirrelmail 1.2.0 All All All

Application Squirrelmail Squirrelmail 1.21 All All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.2 All All All

Application Squirrelmail Squirrelmail 1.2.3 All All All

Application Squirrelmail Squirrelmail 1.24 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.4 All All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.41 All All All

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.3 All All All

Application Squirrelmail Squirrelmail 1.4.3a All All All

Reference Source Link Tags

SquirrelMail - Webmail for Nuts! CONFIRM  www.squirrelmail.org Patch, Vendor Advisory
rhn.redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory
rhn.redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory
APPLE-SA-2005-03-21 Security Update 2005-003 APPLE lists.apple.com Patch

Secunia - Advisories - SquirrelMail Three Vulnerabilities SECUNIA secunia.com Patch, Vendor Advisory
Repository / Oval Repository OVAL oval.cisecurity.org

Gentoo Linux Documentation -- SquirrelMail: Multiple vulnerabilities GENTOO www.gentoo.org

'SquirrelMail Security Advisory' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG  www.cve.org canonical
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NVD vulnerability detall NVD nva.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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