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Summary

CVE CVE-2005-0077

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2018-10-19 15:31:00 UTC

Description The DBI library (libdbi-perl) for Perl allows local users to overwrite arbitrary files via a symlink attack on a temporary PID file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.0 All woody All

Operating System Debian Debian Linux 3.0 All woody All

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Operating System Redhat Enterprise Linux 4.0 All advanced_server All

Operating System Redhat Enterprise Linux 4.0 All enterprise_server All

Operating System Redhat Enterprise Linux 4.0 All workstation All

Operating System Redhat Enterprise Linux 4.0 All advanced_server All

Operating System Redhat Enterprise Linux 4.0 All enterprise_server All

Operating System Redhat Enterprise Linux 4.0 All workstation All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Ubuntu Ubuntu Linux 4.10 All All All

Operating System Ubuntu Ubuntu Linux 4.10 All All All
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Gentoo Linux Documentation -- Perl: rmtree and DBI tmpfile vulnerabilities GENTOO

Secunia - Advisories - Perl DBI ProxyServer.pm Insecure Temporary File Creation SECUNIA

SecurityFocus FEDORA

IBM X-Force Exchange XF

SecurityTracker.com Archives - Perl DBI::ProxyServer Unsafe Temporary Files May Let Local Users Gain Elevated Privileges SECTRACK

20050125 [USN-70-1] Perl DBI module vulnerability BUGTRAQ

rhn.redhat.com | Red Hat Support REDHAT

Debian -- Security Information -- DSA-658-1 libdbi-perl DEBIAN

Repository / Oval Repository OVAL

Secunia - Advisories - Debian update for libdbi-perl SECUNIA

Libdbi-perl Unspecified Insecure Temporary File Creation Vulnerability BID

Advisories - Mandriva MANDRAKE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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