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Summary

CVE CVE-2005-0102

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-01-24 05:00:00 UTC

Updated 2018-10-03 21:29:00 UTC

Description Integer overflow in camel-lock-helper in Evolution 2.0.2 and earlier allows local users or remote malicious POP3 servers to execute arbitrary code via a length value of -1, which leads to a zero byte memory allocation and a buffer overflow.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ximian Evolution 1.2.2 All All All

Application Ximian Evolution 1.2.3 All All All

Application Ximian Evolution 1.2.4 All All All

Application Ximian Evolution 1.3.2_beta All All All

Application Ximian Evolution 1.2.2 All All All

Application Ximian Evolution 1.2.3 All All All

Application Ximian Evolution 1.2.4 All All All

Application Ximian Evolution 1.3.2_beta All All All

References

Reference Source

rhn.redhat.com | Red Hat Support REDHAT

Advisories - Mandriva MANDRAKE

Novell Evolution Camel-Lock-Helper Application Remote Integer Overflow Vulnerability BID

SecurityTracker.com Archives - Evolution Integer Overflow in camel-lock-helper May Let Local and Remote Users Execute Arbitrary Code SECTRACK

Secunia - Advisories - Evolution camel-lock-helper Integer Overflow Vulnerability SECUNIA

Gentoo Linux Documentation -- Evolution: Integer overflow in camel-lock-helper GENTOO
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USN-69-1: Evolution vulnerability | Ubuntu security notices UBUNTU

IBM X-Force Exchange XF

Debian -- Security Information -- DSA-673-1 evolution DEBIAN

Support REDHAT

Repository / Oval Repository OVAL

Home - Conectiva CONECTIVA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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