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Summary

CVE CVE-2005-0114

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-02-11 05:00:00 UTC

Updated 2008-09-05 20:45:00 UTC

Description vsdatant.sys in Zone Lab ZoneAlarm before 5.5.062.011, ZoneAlarm Wireless before 5.5.080.000, Check Point Integrity Client 4.x before 4.5.122.000 and 5.x before 5.1.556.166 do not properly verify that the ServerPortName argument to the NtConnectPort function is a valid memory address, which allows local users to cause a denial of service (system crash) when ZoneAlarm attempts to dereference an invalid pointer.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Check Point Integrity Client 4.5.122.000 All All All

Application Checkpoint Check Point Integrity Client 4.5.122.000 All All All

Application Checkpoint Check Point Integrity Client All All All All

Application Zonelabs Zonealarm 5.5.062.011 All All All

Application Zonelabs Zonealarm 5.5.062.011 All All All

Application Zonelabs Zonealarm Wireless Security All All All All

References

Reference Source Link Tags

Secunia - Advisories - ZoneAlarm / Integrity "NtConnectPort()" Hook Invalid Pointer Dereference SECUNIA secunia.com

iDefense : Power Of Intelligence : Current Intelligence : Vulnerabilities IDEFENSE www.idefense.com Patch, Vendor Advisory

Zone Labs ZoneAlarm Local Denial of Service Vulnerability BID www.securityfocus.com

Zone Labs: Security Alert CONFIRM download.zonelabs.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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