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Firefox before 1.0 and Mozilla before 1.7.5, when configured to use a proxy, respond to 407 proxy auth requests from arbitr

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
Mozilla Mozilla 1.7 All All All
Mozilla Mozilla 1.7 rc3 All All
Mozilla Mozilla 1.71 All All All
Mozilla Mozilla 1.7.2 All All All
Mozilla Mozilla 1.7.3 All All All
Mozilla Mozilla 1.7 All All All
Mozilla Mozilla 1.7 rc3 All All
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Application Mozilla Mozilla 1.71 All All All

Application Mozilla Mozilla 1.7.2 All All All

Application Mozilla Mozilla 1.7.3 All All All

Reference Source Link

Repository / Oval Repository OVAL oval.cisecurity.or¢
IBM X-Force Exchange XF exchange.xforce.i
rhn.redhat.com | Red Hat Support REDHAT  www.redhat.com

Multiple Mozilla/Firefox/Thunderbird Vulnerabilities BID www.securityfocu

267263 — Browser does not test to see that server sending proxy auth request is the proxy server (ssl/https). CONFIRM bugzilla.mozilla.ot

Repository / Oval Repository OVAL oval.cisecurity.or¢
MFSA 2005-09: Browser responds to proxy auth request from non-proxy server (ssl/https) CONFIRM  www.mozilla.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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