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CVE CVE-2005-0174
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-02-07 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Squid 2.5 up to 2.5.STABLE?7 allows remote attackers to poison the cache or conduct certain attacks via headers that do nc

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squid Squid 2.5.6 All All All


https://cve.report/
https://cve.report/CVE-2005-0174/mitre
https://cve.report/CVE-2005-0174/nist
https://cve.report/CVE-2005-0174/cve_org
https://cve.report/api/cve/CVE-2005-0174.json
https://cve.report/CVE-2005-0174.pdf
http://cve.report/vendor/squid
http://cve.report/software/squid/squid

Application Squid Squid 2.5.stablet All All All
Application Squid Squid 2.5.stable2 All All All
Application Squid Squid 2.5.stable3 All All All
Application Squid Squid 2.5.stable4 All All All
Application Squid Squid 2.5.stableb All All All
Application Squid Squid 2.5.stable6 All All All
Application Squid Squid 2.5.stable7 All All All
Application Squid Squid 2.5_.stable1 All All All
Application Squid Squid 2.5 .stable3 All All All
Application Squid Squid 2.5_.stable4 All All All
Application Squid Squid 2.5_.stable5 All All All
Application Squid Squid 2.5_.stable6 All All All
Application Squid Squid 2.5 _stable3 All All All
Application Squid Squid 2.5_stable4 All All All
Application Squid Squid 2.5_stable9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link

Security Announcement
404 Not Found
Advisories - Mandriva

Repository / Oval Repository

rhn.redhat.com | Red Hat Support
Squid-2.5 Patches

rhn.redhat.com | Red Hat Support

Home - Conectiva

US-CERT Vulnerability Note VU#768702
'[USN-77-1] Squid vulnerabilities' - MARC

CVE Program record

[NUR Y7 o N DUy S ] E R PO

[SECURITY] Fedora Core 3 Update: squid-2.5.STABLE9-1.FC3.6

Squid Proxy Oversize HTTP Headers Unspecified Remote Vulnerability

www3.br.squid-cache.org/Advisories/SQUID-2005_4.txt
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CVE.ORG

[N(AWiaY

www.redhat.com
www.novell.com
fedoranews.org
www.mandriva.com
oval.cisecurity.org
www.securityfocus.coi
www3.br.squid-cache.
www.redhat.com
www.squid-cache.org
www.redhat.com
distro.conectiva.com.t
www.kb.cert.org
marc.info

www.cve.org

[P S I


http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
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http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.redhat.com/archives/fedora-announce-list/2005-May/msg00025.html
http://www.novell.com/linux/security/advisories/2005_06_squid.html
http://fedoranews.org/updates/FEDORA--.shtml
http://www.mandriva.com/security/advisories?name=MDKSA-2005:034
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10656
http://www.securityfocus.com/bid/12412
http://www3.br.squid-cache.org/Advisories/SQUID-2005_4.txt
http://www.redhat.com/support/errata/RHSA-2005-060.html
http://www.squid-cache.org/Versions/v2/2.5/bugs/#squid-2.5.STABLE7-header_parsing
http://www.redhat.com/support/errata/RHSA-2005-061.html
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000931
http://www.kb.cert.org/vuls/id/768702
http://marc.info/?l=bugtraq&m=110780531820947&w=2
https://www.cve.org/CVERecord?id=CVE-2005-0174
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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