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Summary

CVE CVE-2005-0194

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2016-10-18 03:08:00 UTC

Description Squid 2.5, when processing the configuration file, parses empty Access Control Lists (ACLs), including proxy_auth ACLs without defined auth schemes, in a way that effectively removes arguments, which could allow remote attackers to bypass intended ACLs if the administrator ignores the parser warnings.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squid Squid 2.0.patch1 All All All

Application Squid Squid 2.0.patch2 All All All

Application Squid Squid 2.0.pre1 All All All

Application Squid Squid 2.0.release All All All

Application Squid Squid 2.1.patch1 All All All

Application Squid Squid 2.1.patch2 All All All

Application Squid Squid 2.1.pre1 All All All

Application Squid Squid 2.1.pre3 All All All

Application Squid Squid 2.1.pre4 All All All

Application Squid Squid 2.1.release All All All

Application Squid Squid 2.2.devel3 All All All

Application Squid Squid 2.2.devel4 All All All

Application Squid Squid 2.2.pre1 All All All

Application Squid Squid 2.2.pre2 All All All

Application Squid Squid 2.2.stable1 All All All

Application Squid Squid 2.2.stable2 All All All

Application Squid Squid 2.2.stable3 All All All
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Application Squid Squid 2.2.stable3 All All All

Application Squid Squid 2.2.stable4 All All All

Application Squid Squid 2.2.stable5 All All All

Application Squid Squid 2.3.devel2 All All All

Application Squid Squid 2.3.devel3 All All All

Application Squid Squid 2.3.stable1 All All All

Application Squid Squid 2.3.stable2 All All All

Application Squid Squid 2.3.stable3 All All All

Application Squid Squid 2.3.stable4 All All All

Application Squid Squid 2.3.stable5 All All All

Application Squid Squid 2.4.stable1 All All All

Application Squid Squid 2.4.stable2 All All All

Application Squid Squid 2.4.stable3 All All All

Application Squid Squid 2.4.stable4 All All All

Application Squid Squid 2.4.stable6 All All All

Application Squid Squid 2.4.stable7 All All All

Application Squid Squid 2.5.stable1 All All All

Application Squid Squid 2.5.stable2 All All All

Application Squid Squid 2.5.stable3 All All All

Application Squid Squid 2.5.stable4 All All All

Application Squid Squid 2.5.stable5 All All All

Application Squid Squid 2.5.stable6 All All All

Application Squid Squid 2.0.patch1 All All All

Application Squid Squid 2.0.patch2 All All All

Application Squid Squid 2.0.pre1 All All All

Application Squid Squid 2.0.release All All All

Application Squid Squid 2.1.patch1 All All All

Application Squid Squid 2.1.patch2 All All All

Application Squid Squid 2.1.pre1 All All All

Application Squid Squid 2.1.pre3 All All All

Application Squid Squid 2.1.pre4 All All All

Application Squid Squid 2.1.release All All All

Application Squid Squid 2.2.devel3 All All All

Application Squid Squid 2.2.devel4 All All All

Application Squid Squid 2.2.pre1 All All All

Application Squid Squid 2.2.pre2 All All All
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Application Squid Squid 2.2.stable1 All All All

Application Squid Squid 2.2.stable2 All All All

Application Squid Squid 2.2.stable3 All All All

Application Squid Squid 2.2.stable4 All All All

Application Squid Squid 2.2.stable5 All All All

Application Squid Squid 2.3.devel2 All All All

Application Squid Squid 2.3.devel3 All All All

Application Squid Squid 2.3.stable1 All All All

Application Squid Squid 2.3.stable2 All All All

Application Squid Squid 2.3.stable3 All All All

Application Squid Squid 2.3.stable4 All All All

Application Squid Squid 2.3.stable5 All All All

Application Squid Squid 2.4.stable1 All All All

Application Squid Squid 2.4.stable2 All All All

Application Squid Squid 2.4.stable3 All All All

Application Squid Squid 2.4.stable4 All All All

Application Squid Squid 2.4.stable6 All All All

Application Squid Squid 2.4.stable7 All All All

Application Squid Squid 2.5.stable1 All All All

Application Squid Squid 2.5.stable2 All All All

Application Squid Squid 2.5.stable3 All All All

Application Squid Squid 2.5.stable4 All All All

Application Squid Squid 2.5.stable5 All All All

Application Squid Squid 2.5.stable6 All All All

References

Reference Source Link Tags

www.squid-cache.org/Versions/v2/2.5/bugs/squid-2.5.STABLE7-empty_acls.patch CONFIRM www.squid-cache.org Patch

404 Not Found FEDORA fedoranews.org

Squid-2.5 Patches CONFIRM www.squid-cache.org Patch

404 Not Found CONFIRM www.squid-cache.org Vendor Advisory

Home - Conectiva CONECTIVA distro.conectiva.com.br Patch

US-CERT Vulnerability Note VU#260421 CERT-VN www.kb.cert.org Patch, Third Party Advisory, US Government Resource

Debian -- Security Information -- DSA-667-1 squid DEBIAN www.debian.org Patch, Vendor Advisory

'[USN-84-1] Squid vulnerabilities' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org canonical
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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