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CVE CVE-2005-0196
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC
Updated 2017-10-11 01:29:00 UTC
Description Cisco 10S 12.0 through 12.3YL, with BGP enabled and running the bgp log-neighbor-changes command, allows remote att

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco los 12.0 All All All
Operating System Cisco los 12.0da All All All
Operating System Cisco los 12.0db All All All
Operating System Cisco los 12.0dc All All All
Operating System Cisco los 12.0s All All All
Operating System Cisco los 12.0sc All All All
Operating System Cisco los 12.0sp All All All
Operating System Cisco los 12.0st All All All
Operating System Cisco los 12.0sx All All All
Operating System Cisco los 12.0sy All All All
Operating System Cisco los 12.0sz All All All
Operating System Cisco los 12.0w5 All All All
Operating System Cisco los 12.0wc All All All
Operating System Cisco los 12.0wt All All All
Operating System Cisco los 12.0wx All All All
Operating System Cisco los 12.0xa All All All
Operating System Cisco los 12.0xb All All All
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Operating System Cisco los 12.3xf All All All

Operating System Cisco los 12.3xg All All All

Operating System Cisco los 12.3xh All All All

Operating System Cisco los 12.3xi All All All

Operating System Cisco los 12.3xj All All All

Operating System Cisco los 12.3xk All All All

Operating System Cisco los 12.3xl All All All

Operating System Cisco los 12.3xn All All All

Operating System Cisco los 12.3xq All All All

Operating System Cisco los 12.3xr All All All

Operating System Cisco los 12.3xs All All All

Operating System Cisco los 12.3xu All All All

Operating System Cisco los 12.3xv All All All

Operating System Cisco los 12.3xx All All All

Operating System Cisco los 12.3ya All All All

Operating System Cisco los 12.3yc All All All

Operating System Cisco los 12.3yd All All All

Operating System Cisco los 12.3ye All All All

Operating System Cisco los 12.3yf All All All

Operating System Cisco los 12.3yh All All All

Operating System Cisco los 12.3yj All All All

Operating System Cisco los 12.3yl All All All

Reference Source Link

IBM X-Force Exchange XF exchange.xfor
Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO WWW.CiSCO.COr
US-CERT Vulnerability Note VU#689326 CERT-VN www.kb.cert.o
Secunia - Advisories - Cisco I0S BGP Protocol Processing Denial of Service SECUNIA secunia.com
US-CERT Technical Cyber Security Alert TA05-026A -- Multiple Denial-of-Service Vulnerabilities in Cisco IOS ~ CERT www.us-cert.g

Cisco 10S BGP log-neighbor-changes Processing Error Lets Remote Users Deny Service - Security Tracker SECTRACK securitytrackel

Repository / Oval Repository OVAL oval.cisecurity
CVE Program record CVE.ORG WWW.CVe.org
NVD vulnerability detail NVD nvd.nist.gov

1]

A A R L L A B A RIS,

No vendor comments have been submitted for this CVE.
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http://cve.report/software/cisco/ios
https://exchange.xforce.ibmcloud.com/vulnerabilities/19074
http://www.cisco.com/warp/public/707/cisco-sa-20050126-bgp.shtml
http://www.kb.cert.org/vuls/id/689326
http://secunia.com/advisories/14034
http://www.us-cert.gov/cas/techalerts/TA05-026A.html
http://securitytracker.com/id?1013013
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5652
https://www.cve.org/CVERecord?id=CVE-2005-0196
https://nvd.nist.gov/vuln/detail/CVE-2005-0196

There are currently no legacy QID mappings associated with this CVE.
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