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Summary

CVE CVE-2005-0201

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-06-29 04:00:00 UTC

Updated 2018-10-03 21:29:00 UTC

Description D-BUS (dbus) before 0.22 does not properly restrict access to a socket, if the socket address is known, which allows local users to listen or send arbitrary messages on another user's per-user session bus via that socket.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application D-bus D-bus All All All All

References

Reference Source Link Tags

Secunia - Advisories - Mandriva update for dbus SECUNIA secunia.com

Advisories - Mandriva MANDRAKE www.mandriva.com Patch, Vendor Advisory

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

Secunia - Advisories - D-BUS Session Bus Hijack Vulnerability SECUNIA secunia.com

AusCERT - ESB-2005.0435 -- RHSA-2005:102-01 -- Low: dbus security update. AUSCERT www.auscert.org.au Vendor Advisory

USN-144-1: dbus vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

D-BUS Session Bus Local Privilege Escalation Vulnerability BID www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

Secunia - Advisories - Ubuntu update for dbus SECUNIA secunia.com

Red Hat update for dbus - Advisories - Secunia SECUNIA secunia.com

SecurityTracker.com Archives - D-BUS Allows Local Users to Connect to the Session Bus SECTRACK securitytracker.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2005-0201/mitre
https://cve.report/CVE-2005-0201/nist
https://cve.report/CVE-2005-0201/cve_org
https://cve.report/CVE-2005-0201.pdf
http://cve.report/vendor/d-bus
http://cve.report/software/d-bus/d-bus
http://secunia.com/advisories/15833
http://www.mandriva.com/security/advisories?name=MDKSA-2005:105
http://www.redhat.com/support/errata/RHSA-2005-102.html
http://secunia.com/advisories/14119
http://www.auscert.org.au/render.html?it=5156
https://usn.ubuntu.com/144-1/
http://www.securityfocus.com/bid/12435
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10973
http://secunia.com/advisories/15844
http://secunia.com/advisories/15638
http://securitytracker.com/id?1013075
https://www.cve.org/CVERecord?id=CVE-2005-0201
https://nvd.nist.gov/vuln/detail/CVE-2005-0201


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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