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Summary

CVE CVE-2005-0231

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-02-07 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Firefox 1.0 does not invoke the Javascript Security Manager when a user drags a javascript: or data: URL to a tab, which allows remote attackers to bypass the security model, aka "firetabbing."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0 All All All

References

Reference Source

Firetabbing - Proof-of-Concept MISC

MFSA 2005-26: Cross-site scripting by dropping javascript: link on tab CONFIRM

Gentoo Linux Documentation -- Mozilla Firefox: Various vulnerabilities GENTOO

rhn.redhat.com | Red Hat Support REDHAT

Gentoo Linux Documentation -- Mozilla Suite: Multiple vulnerabilities GENTOO

IBM X-Force Exchange XF

Repository / Oval Repository OVAL

'Firetabbing [Firefox 1.0]' - MARC BUGTRAQ

Security Announcement SUSE

Repository / Oval Repository OVAL

rhn.redhat.com | Red Hat Support REDHAT

280056 – When dropping a javascript link to a tab, the script runs in the security context of the site currently displayed in the tab CONFIRM
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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