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Summary

CVE CVE-2005-0232

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Firefox 1.0 allows remote attackers to modify Boolean configuration parameters for the about:config site by using a plugin such as Flash, and the -moz-opacity filter, to display the about:config site then cause the user to double-click at a certain screen position, aka "Fireflashing."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0 All All All

References

Reference

Gentoo Linux Documentation -- Mozilla Firefox: Various vulnerabilities

280664 – Using Flash and the -moz-opacity filter you can get access to about:config and make the user silently change values [secunia http://secunia.com/advisories/14160/ moderately critcial ]

rhn.redhat.com | Red Hat Support

rhn.redhat.com | Red Hat Support

Gentoo Linux Documentation -- Mozilla Suite: Multiple vulnerabilities

Repository / Oval Repository

Security Announcement

rhn.redhat.com | Red Hat Support

MFSA 2005-27: Plugins can be used to load privileged content

Fireflashing - Proof-of-Concept

IBM X-Force Exchange

'Fireflashing [Firefox 1.0]' - MARC
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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