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Summary

CVE CVE-2005-0241

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description The httpProcessReplyHeader function in http.c for Squid 2.5-STABLE7 and earlier does not properly set the debug context when it is handling "oversized" HTTP reply headers, which might allow remote attackers to poison the cache or bypass access controls based on header size.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squid Squid 2.5.stable1 All All All

Application Squid Squid 2.5.stable2 All All All

Application Squid Squid 2.5.stable3 All All All

Application Squid Squid 2.5.stable4 All All All

Application Squid Squid 2.5.stable5 All All All

Application Squid Squid 2.5.stable6 All All All

Application Squid Squid 2.5.stable7 All All All

Application Squid Squid 2.5.stable1 All All All

Application Squid Squid 2.5.stable2 All All All

Application Squid Squid 2.5.stable3 All All All

Application Squid Squid 2.5.stable4 All All All

Application Squid Squid 2.5.stable5 All All All

Application Squid Squid 2.5.stable6 All All All

Application Squid Squid 2.5.stable7 All All All
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Home - Conectiva CONECTIVA distro.conectiva.com.br

404 Not Found CONFIRM www.squid-cache.org

404 Not Found FEDORA fedoranews.org

Security Announcement SUSE www.novell.com

Repository / Oval Repository OVAL oval.cisecurity.org

Secunia - Advisories - Squid Oversized Reply Header Handling Security Issue SECUNIA secunia.com

Squid-2.5 Patches CONFIRM www.squid-cache.org

www.squid-cache.org/Versions/v2/2.5/bugs/squid-2.5.STABLE7-oversize_reply_headers... CONFIRM www.squid-cache.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

US-CERT Vulnerability Note VU#823350 CERT-VN www.kb.cert.org

Squid Proxy Oversize HTTP Headers Unspecified Remote Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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