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Summary

CVE CVE-2005-0356

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-31 04:00:00 UTC

Updated 2019-04-30 14:27:00 UTC

Description Multiple TCP implementations with Protection Against Wrapped Sequence Numbers (PAWS) with the timestamps option enabled allow remote attackers to cause a denial of service (connection loss) via a spoofed packet with a large timer value, which causes the host to discard later packets because they appear to be too old.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Alaxala Alaxala Networks ax5400s All All All

Hardware Alaxala Alaxala Networks ax7800r All All All

Hardware Alaxala Alaxala Networks ax7800s All All All

Hardware Alaxala Alaxala Networks ax5400s All All All

Hardware Alaxala Alaxala Networks ax7800r All All All

Hardware Alaxala Alaxala Networks ax7800s All All All

Application Cisco Agent Desktop All All All All

Application Cisco Agent Desktop All All All All

Hardware Cisco Aironet Ap1200 All All All All

Hardware Cisco Aironet Ap1200 All All All All

Hardware Cisco Aironet Ap350 All All All All

Hardware Cisco Aironet Ap350 All All All All

Hardware Cisco Call Manager 1.0 All All All

Hardware Cisco Call Manager 2.0 All All All

Hardware Cisco Call Manager 3.0 All All All

Hardware Cisco Call Manager 3.1 All All All

Hardware Cisco Call Manager 3.1(2) All All All
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Hardware Cisco Call Manager 3.1(2) All All All

Hardware Cisco Call Manager 3.1(3a) All All All

Hardware Cisco Call Manager 3.1\(2\) All All All

Hardware Cisco Call Manager 3.1\(3a\) All All All

Hardware Cisco Call Manager 3.2 All All All

Hardware Cisco Call Manager 3.3 All All All

Hardware Cisco Call Manager 3.3(3) All All All

Hardware Cisco Call Manager 3.3\(3\) All All All

Hardware Cisco Call Manager 4.0 All All All

Hardware Cisco Call Manager 1.0 All All All

Hardware Cisco Call Manager 2.0 All All All

Hardware Cisco Call Manager 3.0 All All All

Hardware Cisco Call Manager 3.1 All All All

Hardware Cisco Call Manager 3.1\(2\) All All All

Hardware Cisco Call Manager 3.1\(3a\) All All All

Hardware Cisco Call Manager 3.2 All All All

Hardware Cisco Call Manager 3.3 All All All

Hardware Cisco Call Manager 3.3\(3\) All All All

Hardware Cisco Call Manager 4.0 All All All

Operating System Cisco Ciscoworks 1105 Hosting Solution Engine All All All All

Operating System Cisco Ciscoworks 1105 Hosting Solution Engine All All All All

Operating System Cisco Ciscoworks 1105 Wireless Lan Solution Engine All All All All

Operating System Cisco Ciscoworks 1105 Wireless Lan Solution Engine All All All All

Application Cisco Ciscoworks Access Control List Manager 1.5 All All All

Application Cisco Ciscoworks Access Control List Manager 1.6 All All All

Application Cisco Ciscoworks Access Control List Manager 1.5 All All All

Application Cisco Ciscoworks Access Control List Manager 1.6 All All All

Operating System Cisco Ciscoworks Cd1 1st All All All

Operating System Cisco Ciscoworks Cd1 2nd All All All

Operating System Cisco Ciscoworks Cd1 3rd All All All

Operating System Cisco Ciscoworks Cd1 4th All All All

Operating System Cisco Ciscoworks Cd1 5th All All All

Operating System Cisco Ciscoworks Cd1 1st All All All

Operating System Cisco Ciscoworks Cd1 2nd All All All

Operating System Cisco Ciscoworks Cd1 3rd All All All

Operating System Cisco Ciscoworks Cd1 4th All All All
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Operating System Cisco Ciscoworks Cd1 5th All All All

Application Cisco Ciscoworks Common Management Foundation 2.0 All All All

Application Cisco Ciscoworks Common Management Foundation 2.1 All All All

Application Cisco Ciscoworks Common Management Foundation 2.2 All All All

Application Cisco Ciscoworks Common Management Foundation 2.0 All All All

Application Cisco Ciscoworks Common Management Foundation 2.1 All All All

Application Cisco Ciscoworks Common Management Foundation 2.2 All All All

Application Cisco Ciscoworks Common Services 2.2 All All All

Application Cisco Ciscoworks Common Services 2.2 All All All

Application Cisco Ciscoworks Lms 1.3 All All All

Application Cisco Ciscoworks Lms 1.3 All All All

Application Cisco Ciscoworks Vpn Security Management Solution All All All All

Application Cisco Ciscoworks Vpn Security Management Solution All All All All

Application Cisco Ciscoworks Windows All All All All

Application Cisco Ciscoworks Windows All All All All

Operating System Cisco Ciscoworks Windows Wug All All All All

Operating System Cisco Ciscoworks Windows Wug All All All All

Operating System Cisco Conference Connection 1.1(1) All All All

Operating System Cisco Conference Connection 1.1\(1\) All All All

Operating System Cisco Conference Connection 1.2 All All All

Operating System Cisco Conference Connection 1.1\(1\) All All All

Operating System Cisco Conference Connection 1.2 All All All

Hardware Cisco Content Services Switch 11000 All All All All

Hardware Cisco Content Services Switch 11000 All All All All

Hardware Cisco Content Services Switch 11050 All All All All

Hardware Cisco Content Services Switch 11050 All All All All

Hardware Cisco Content Services Switch 11150 All All All All

Hardware Cisco Content Services Switch 11150 All All All All

Hardware Cisco Content Services Switch 11500 All All All All

Hardware Cisco Content Services Switch 11500 All All All All

Hardware Cisco Content Services Switch 11501 All All All All

Hardware Cisco Content Services Switch 11501 All All All All

Hardware Cisco Content Services Switch 11503 All All All All

Hardware Cisco Content Services Switch 11503 All All All All

Hardware Cisco Content Services Switch 11506 All All All All

Hardware Cisco Content Services Switch 11506 All All All All
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Hardware Cisco Content Services Switch 11506 All All All All

Hardware Cisco Content Services Switch 11800 All All All All

Hardware Cisco Content Services Switch 11800 All All All All

Application Cisco E-mail Manager All All All All

Application Cisco E-mail Manager All All All All

Application Cisco Emergency Responder 1.1 All All All

Application Cisco Emergency Responder 1.1 All All All

Application Cisco Intelligent Contact Manager 5.0 All All All

Application Cisco Intelligent Contact Manager 5.0 All All All

Application Cisco Interactive Voice Response All All All All

Application Cisco Interactive Voice Response All All All All

Application Cisco Ip Contact Center Enterprise All All All All

Application Cisco Ip Contact Center Enterprise All All All All

Application Cisco Ip Contact Center Express All All All All

Application Cisco Ip Contact Center Express All All All All

Application Cisco Meetingplace All All All All

Application Cisco Meetingplace All All All All

Operating System Cisco Mgx 8230 1.2.10 All All All

Operating System Cisco Mgx 8230 1.2.11 All All All

Operating System Cisco Mgx 8230 1.2.10 All All All

Operating System Cisco Mgx 8230 1.2.11 All All All

Operating System Cisco Mgx 8250 1.2.10 All All All

Operating System Cisco Mgx 8250 1.2.11 All All All

Operating System Cisco Mgx 8250 1.2.10 All All All

Operating System Cisco Mgx 8250 1.2.11 All All All

Application Cisco Personal Assistant 1.3(1) All All All

Application Cisco Personal Assistant 1.3(2) All All All

Application Cisco Personal Assistant 1.3(3) All All All

Application Cisco Personal Assistant 1.3(4) All All All

Application Cisco Personal Assistant 1.3\(1\) All All All

Application Cisco Personal Assistant 1.3\(2\) All All All

Application Cisco Personal Assistant 1.3\(3\) All All All

Application Cisco Personal Assistant 1.3\(4\) All All All

Application Cisco Personal Assistant 1.4(1) All All All

Application Cisco Personal Assistant 1.4(2) All All All

Application Cisco Personal Assistant 1.4\(1\) All All All
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Application Cisco Personal Assistant 1.4\(2\) All All All

Application Cisco Personal Assistant 1.3\(1\) All All All

Application Cisco Personal Assistant 1.3\(2\) All All All

Application Cisco Personal Assistant 1.3\(3\) All All All

Application Cisco Personal Assistant 1.3\(4\) All All All

Application Cisco Personal Assistant 1.4\(1\) All All All

Application Cisco Personal Assistant 1.4\(2\) All All All

Application Cisco Remote Monitoring Suite Option All All All All

Application Cisco Remote Monitoring Suite Option All All All All

Application Cisco Secure Access Control Server 2.0 All unix All

Application Cisco Secure Access Control Server 2.1 All windows_nt All

Application Cisco Secure Access Control Server 2.3 All unix All

Application Cisco Secure Access Control Server 2.3 All windows_nt All

Application Cisco Secure Access Control Server 2.3.5.1 All unix All

Application Cisco Secure Access Control Server 2.3.6.1 All unix All

Application Cisco Secure Access Control Server 2.4 All windows_nt All

Application Cisco Secure Access Control Server 2.42 All windows_nt All

Application Cisco Secure Access Control Server 2.5 All windows_nt All

Application Cisco Secure Access Control Server 2.6 All windows_nt All

Application Cisco Secure Access Control Server 2.6.2 All windows_nt All

Application Cisco Secure Access Control Server 2.6.3 All windows_nt All

Application Cisco Secure Access Control Server 2.6.4 All windows_nt All

Application Cisco Secure Access Control Server 3.0 All All All

Application Cisco Secure Access Control Server 3.0 All windows_nt All

Application Cisco Secure Access Control Server 3.0.1 All windows_nt All

Application Cisco Secure Access Control Server 3.0.3 All windows_nt All

Application Cisco Secure Access Control Server 3.1 All All All

Application Cisco Secure Access Control Server 3.1.1 All windows_nt All

Application Cisco Secure Access Control Server 3.2 All All All

Application Cisco Secure Access Control Server 3.2 All windows_server All

Application Cisco Secure Access Control Server 3.2(1) All All All

Application Cisco Secure Access Control Server 3.2(1.20) All All All

Application Cisco Secure Access Control Server 3.2(2) All All All

Application Cisco Secure Access Control Server 3.2(3) All All All

Application Cisco Secure Access Control Server 3.2.1 All All All
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Application Cisco Secure Access Control Server 3.2.2 All All All

Application Cisco Secure Access Control Server 3.2\(1.20\) All All All

Application Cisco Secure Access Control Server 3.2\(1\) All All All

Application Cisco Secure Access Control Server 3.2\(2\) All All All

Application Cisco Secure Access Control Server 3.2\(3\) All All All

Application Cisco Secure Access Control Server 3.3 All All All

Application Cisco Secure Access Control Server 3.3(1) All All All

Application Cisco Secure Access Control Server 3.3.1 All All All

Application Cisco Secure Access Control Server 3.3.2 All All All

Application Cisco Secure Access Control Server 3.3\(1\) All All All

Application Cisco Secure Access Control Server 2.0 All unix All

Application Cisco Secure Access Control Server 2.1 All windows_nt All

Application Cisco Secure Access Control Server 2.3 All unix All

Application Cisco Secure Access Control Server 2.3 All windows_nt All

Application Cisco Secure Access Control Server 2.3.5.1 All unix All

Application Cisco Secure Access Control Server 2.3.6.1 All unix All

Application Cisco Secure Access Control Server 2.4 All windows_nt All

Application Cisco Secure Access Control Server 2.42 All windows_nt All

Application Cisco Secure Access Control Server 2.5 All windows_nt All

Application Cisco Secure Access Control Server 2.6 All windows_nt All

Application Cisco Secure Access Control Server 2.6.2 All windows_nt All

Application Cisco Secure Access Control Server 2.6.3 All windows_nt All

Application Cisco Secure Access Control Server 2.6.4 All windows_nt All

Application Cisco Secure Access Control Server 3.0 All All All

Application Cisco Secure Access Control Server 3.0 All windows_nt All

Application Cisco Secure Access Control Server 3.0.1 All windows_nt All

Application Cisco Secure Access Control Server 3.0.3 All windows_nt All

Application Cisco Secure Access Control Server 3.1 All All All

Application Cisco Secure Access Control Server 3.1.1 All windows_nt All

Application Cisco Secure Access Control Server 3.2 All All All

Application Cisco Secure Access Control Server 3.2 All windows_server All

Application Cisco Secure Access Control Server 3.2.1 All All All

Application Cisco Secure Access Control Server 3.2.2 All All All

Application Cisco Secure Access Control Server 3.2\(1.20\) All All All

Application Cisco Secure Access Control Server 3.2\(1\) All All All

Application Cisco Secure Access Control Server 3.2\(2\) All All All
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Application Cisco Secure Access Control Server 3.2\(2\) All All All

Application Cisco Secure Access Control Server 3.2\(3\) All All All

Application Cisco Secure Access Control Server 3.3 All All All

Application Cisco Secure Access Control Server 3.3.1 All All All

Application Cisco Secure Access Control Server 3.3.2 All All All

Application Cisco Secure Access Control Server 3.3\(1\) All All All

Hardware Cisco Sn 5420 Storage Router All All All All

Hardware Cisco Sn 5420 Storage Router All All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1(2) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1(3) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1(4) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1(5) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1(7) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1.3 All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(2\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(3\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(4\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(5\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(7\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1.3 All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(2\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(3\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(4\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(5\) All All All

Operating System Cisco Sn 5420 Storage Router Firmware 1.1\(7\) All All All

Operating System Cisco Sn 5428 Storage Router 2-3.3.1-k9 All All All

Operating System Cisco Sn 5428 Storage Router 2-3.3.2-k9 All All All

Operating System Cisco Sn 5428 Storage Router 2.5.1-k9 All All All

Operating System Cisco Sn 5428 Storage Router 3.2.1-k9 All All All

Operating System Cisco Sn 5428 Storage Router 3.2.2-k9 All All All

Operating System Cisco Sn 5428 Storage Router 3.3.1-k9 All All All

Operating System Cisco Sn 5428 Storage Router 3.3.2-k9 All All All

Operating System Cisco Sn 5428 Storage Router 2-3.3.1-k9 All All All

Operating System Cisco Sn 5428 Storage Router 2-3.3.2-k9 All All All

Operating System Cisco Sn 5428 Storage Router 2.5.1-k9 All All All

Operating System Cisco Sn 5428 Storage Router 3.2.1-k9 All All All
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Operating System Cisco Sn 5428 Storage Router 3.2.2-k9 All All All

Operating System Cisco Sn 5428 Storage Router 3.3.1-k9 All All All

Operating System Cisco Sn 5428 Storage Router 3.3.2-k9 All All All

Application Cisco Support Tools All All All All

Application Cisco Support Tools All All All All

Hardware Cisco Unity Server 2.0 All All All

Hardware Cisco Unity Server 2.1 All All All

Hardware Cisco Unity Server 2.2 All All All

Hardware Cisco Unity Server 2.3 All All All

Hardware Cisco Unity Server 2.4 All All All

Hardware Cisco Unity Server 2.46 All All All

Hardware Cisco Unity Server 3.0 All All All

Hardware Cisco Unity Server 3.1 All All All

Hardware Cisco Unity Server 3.2 All All All

Hardware Cisco Unity Server 3.3 All All All

Hardware Cisco Unity Server 4.0 All All All

Hardware Cisco Unity Server 2.0 All All All

Hardware Cisco Unity Server 2.1 All All All

Hardware Cisco Unity Server 2.2 All All All

Hardware Cisco Unity Server 2.3 All All All

Hardware Cisco Unity Server 2.4 All All All

Hardware Cisco Unity Server 2.46 All All All

Hardware Cisco Unity Server 3.0 All All All

Hardware Cisco Unity Server 3.1 All All All

Hardware Cisco Unity Server 3.2 All All All

Hardware Cisco Unity Server 3.3 All All All

Hardware Cisco Unity Server 4.0 All All All

Application Cisco Webns 7.10_(05.07)s All All All

Application Cisco Webns 7.10_\(05.07\)s All All All

Application Cisco Webns 7.20_(03.09)s All All All

Application Cisco Webns 7.20_(03.10)s All All All

Application Cisco Webns 7.20_\(03.09\)s All All All

Application Cisco Webns 7.20_\(03.10\)s All All All

Application Cisco Webns 7.30_(00.08)s All All All

Application Cisco Webns 7.30_(00.09)s All All All
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Application Cisco Webns 7.30_\(00.08\)s All All All

Application Cisco Webns 7.30_\(00.09\)s All All All

Application Cisco Webns 7.10_\(05.07\)s All All All

Application Cisco Webns 7.20_\(03.09\)s All All All

Application Cisco Webns 7.20_\(03.10\)s All All All

Application Cisco Webns 7.30_\(00.08\)s All All All

Application Cisco Webns 7.30_\(00.09\)s All All All

Application Cisco Web Collaboration Option All All All All

Application Cisco Web Collaboration Option All All All All

Operating System F5 Tmos 4.0 All All All

Operating System F5 Tmos 4.2 All All All

Operating System F5 Tmos 4.3 All All All

Operating System F5 Tmos 4.4 All All All

Operating System F5 Tmos 4.5 All All All

Operating System F5 Tmos 4.5.10 All All All

Operating System F5 Tmos 4.5.11 All All All

Operating System F5 Tmos 4.5.12 All All All

Operating System F5 Tmos 4.5.6 All All All

Operating System F5 Tmos 4.5.9 All All All

Operating System F5 Tmos 4.6 All All All

Operating System F5 Tmos 4.6.2 All All All

Operating System F5 Tmos 9.0 All All All

Operating System F5 Tmos 9.0.1 All All All

Operating System F5 Tmos 9.0.2 All All All

Operating System F5 Tmos 9.0.3 All All All

Operating System F5 Tmos 9.0.4 All All All

Operating System F5 Tmos 9.0.5 All All All

Operating System F5 Tmos 4.0 All All All

Operating System F5 Tmos 4.2 All All All

Operating System F5 Tmos 4.3 All All All

Operating System F5 Tmos 4.4 All All All

Operating System F5 Tmos 4.5 All All All

Operating System F5 Tmos 4.5.10 All All All

Operating System F5 Tmos 4.5.11 All All All

Operating System F5 Tmos 4.5.12 All All All

Operating System F5 Tmos 4.5.6 All All All
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Operating System F5 Tmos 4.5.6 All All All

Operating System F5 Tmos 4.5.9 All All All

Operating System F5 Tmos 4.6 All All All

Operating System F5 Tmos 4.6.2 All All All

Operating System F5 Tmos 9.0 All All All

Operating System F5 Tmos 9.0.1 All All All

Operating System F5 Tmos 9.0.2 All All All

Operating System F5 Tmos 9.0.3 All All All

Operating System F5 Tmos 9.0.4 All All All

Operating System F5 Tmos 9.0.5 All All All

Operating System Freebsd Freebsd 1.1.5.1 All All All

Operating System Freebsd Freebsd 2.0 All All All

Operating System Freebsd Freebsd 2.0.5 All All All

Operating System Freebsd Freebsd 2.1.0 All All All

Operating System Freebsd Freebsd 2.1.5 All All All

Operating System Freebsd Freebsd 2.1.6 All All All

Operating System Freebsd Freebsd 2.1.6.1 All All All

Operating System Freebsd Freebsd 2.1.7.1 All All All

Operating System Freebsd Freebsd 2.2 All All All

Operating System Freebsd Freebsd 2.2.2 All All All

Operating System Freebsd Freebsd 2.2.3 All All All

Operating System Freebsd Freebsd 2.2.4 All All All

Operating System Freebsd Freebsd 2.2.5 All All All

Operating System Freebsd Freebsd 2.2.6 All All All

Operating System Freebsd Freebsd 2.2.8 All All All

Operating System Freebsd Freebsd 3.0 All All All

Operating System Freebsd Freebsd 3.0 releng All All

Operating System Freebsd Freebsd 3.1 All All All

Operating System Freebsd Freebsd 3.2 All All All

Operating System Freebsd Freebsd 3.3 All All All

Operating System Freebsd Freebsd 3.4 All All All

Operating System Freebsd Freebsd 3.5 All All All

Operating System Freebsd Freebsd 3.5 stable All All

Operating System Freebsd Freebsd 3.5.1 All All All

Operating System Freebsd Freebsd 3.5.1 release All All

Operating System Freebsd Freebsd 3.5.1 stable All All
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Operating System Microsoft Windows Xp All gold professional All

Operating System Microsoft Windows Xp All sp1 64-bit All

Operating System Microsoft Windows Xp All sp1 embedded All

Operating System Microsoft Windows Xp All sp1 home All

Operating System Microsoft Windows Xp All sp1 media_center All

Operating System Microsoft Windows Xp All sp2 tablet_pc All

Operating System Microsoft Windows Xp All All 64-bit All

Operating System Microsoft Windows Xp All All embedded All

Operating System Microsoft Windows Xp All All home All

Operating System Microsoft Windows Xp All All media_center All

Operating System Microsoft Windows Xp All gold professional All

Operating System Microsoft Windows Xp All sp1 64-bit All

Operating System Microsoft Windows Xp All sp1 embedded All

Operating System Microsoft Windows Xp All sp1 home All

Operating System Microsoft Windows Xp All sp1 media_center All

Operating System Microsoft Windows Xp All sp2 tablet_pc All

Hardware Nortel 7220 Wlan Access Point All All All All

Hardware Nortel 7220 Wlan Access Point All All All All
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Hardware Nortel 7250 Wlan Access Point All All All All

Hardware Nortel 7250 Wlan Access Point All All All All

Application Nortel Business Communications Manager 1000 All All All

Application Nortel Business Communications Manager 200 All All All

Application Nortel Business Communications Manager 400 All All All

Application Nortel Business Communications Manager 1000 All All All

Application Nortel Business Communications Manager 200 All All All

Application Nortel Business Communications Manager 400 All All All

Application Nortel Callpilot 200i All All All

Application Nortel Callpilot 201i All All All

Application Nortel Callpilot 702t All All All

Application Nortel Callpilot 703t All All All

Application Nortel Callpilot 200i All All All

Application Nortel Callpilot 201i All All All

Application Nortel Callpilot 702t All All All

Application Nortel Callpilot 703t All All All

Application Nortel Contact Center All All All All

Application Nortel Contact Center All All All All

Hardware Nortel Ethernet Routing Switch 1612 All All All All

Hardware Nortel Ethernet Routing Switch 1612 All All All All

Hardware Nortel Ethernet Routing Switch 1624 All All All All

Hardware Nortel Ethernet Routing Switch 1624 All All All All

Hardware Nortel Ethernet Routing Switch 1648 All All All All

Hardware Nortel Ethernet Routing Switch 1648 All All All All

Hardware Nortel Optical Metro 5000 All All All All

Hardware Nortel Optical Metro 5000 All All All All

Hardware Nortel Optical Metro 5100 All All All All

Hardware Nortel Optical Metro 5100 All All All All

Hardware Nortel Optical Metro 5200 All All All All

Hardware Nortel Optical Metro 5200 All All All All

Hardware Nortel Succession Communication Server 1000 All All All All

Hardware Nortel Succession Communication Server 1000 All All All All

Hardware Nortel Survivable Remote Gateway 1.0 All All All

Hardware Nortel Survivable Remote Gateway 1.0 All All All

Hardware Nortel Universal Signaling Point 5200 All All All
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Hardware Nortel Universal Signaling Point compact_lite All All All

Hardware Nortel Universal Signaling Point 5200 All All All

Hardware Nortel Universal Signaling Point compact_lite All All All

Operating System Openbsd Openbsd 3.0 All All All

Operating System Openbsd Openbsd 3.1 All All All

Operating System Openbsd Openbsd 3.2 All All All

Operating System Openbsd Openbsd 3.3 All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.5 All All All

Operating System Openbsd Openbsd 3.6 All All All

Operating System Openbsd Openbsd 3.0 All All All

Operating System Openbsd Openbsd 3.1 All All All

Operating System Openbsd Openbsd 3.2 All All All

Operating System Openbsd Openbsd 3.3 All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.5 All All All

Operating System Openbsd Openbsd 3.6 All All All

Hardware Yamaha Rt105 All All All All

Hardware Yamaha Rt105 All All All All

Hardware Yamaha Rt250i All All All All

Hardware Yamaha Rt250i All All All All

Hardware Yamaha Rt300i All All All All

Hardware Yamaha Rt300i All All All All

Hardware Yamaha Rt57i All All All All

Hardware Yamaha Rt57i All All All All

Hardware Yamaha Rtv700 All All All All

Hardware Yamaha Rtv700 All All All All

Hardware Yamaha Rtx1000 All All All All

Hardware Yamaha Rtx1000 All All All All

Hardware Yamaha Rtx1100 All All All All

Hardware Yamaha Rtx1100 All All All All

Hardware Yamaha Rtx1500 All All All All

Hardware Yamaha Rtx1500 All All All All

Hardware Yamaha Rtx2000 All All All All

Hardware Yamaha Rtx2000 All All All All
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US-CERT Vulnerability Note VU#637934 CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

Secunia - Advisories - OpenBSD TCP Timestamp Denial of Service SECUNIA secunia.com Patch

Secunia - Advisories - Cisco Various Products TCP Timestamp Denial of Service SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Secunia - Advisories - UnixWare TCP Timestamp Denial of Service SECUNIA secunia.com

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO www.cisco.com Vendor Advisory

Multiple Vendor TCP Timestamp PAWS Remote Denial Of Service Vulnerability BID www.securityfocus.com Exploit

Secunia - Advisories - Avaya Intuity Audix TCP Timestamp Denial of Service SECUNIA secunia.com

FreeBSD-SA-05:15 FREEBSD ftp.freebsd.org

SCOSA-2005.64 SCO ftp.sco.com

1. Overview: CONFIRM support.avaya.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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