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Summary

CVE CVE-2005-0398

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-03-14 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description The KAME racoon daemon in ipsec-tools before 0.5 allows remote attackers to cause a denial of service (crash) via malformed ISAKMP packets.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Altlinux Alt Linux 2.3 All compact All

Operating System Altlinux Alt Linux 2.3 All junior All

Operating System Altlinux Alt Linux 2.3 All compact All

Operating System Altlinux Alt Linux 2.3 All junior All

Application Ipsec-tools Ipsec-tools 0.3.3 All All All

Application Ipsec-tools Ipsec-tools 0.5 All All All

Application Ipsec-tools Ipsec-tools 0.3.3 All All All

Application Ipsec-tools Ipsec-tools 0.5 All All All

Application Kame Racoon 2003-07-11 All All All

Application Kame Racoon 2004-04-05 All All All

Application Kame Racoon 2004-04-07b All All All

Application Kame Racoon 2004-05-03 All All All

Application Kame Racoon 2005-01-03 All All All

Application Kame Racoon 2005-01-10 All All All

Application Kame Racoon 2005-01-17 All All All

Application Kame Racoon 2005-01-24 All All All

Application Kame Racoon 2005-01-31 All All All
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Application Kame Racoon 2005-01-31 All All All

Application Kame Racoon 2005-02-07 All All All

Application Kame Racoon 2005-02-14 All All All

Application Kame Racoon 2005-02-21 All All All

Application Kame Racoon 2005-02-28 All All All

Application Kame Racoon 2005-03-07 All All All

Application Kame Racoon 2003-07-11 All All All

Application Kame Racoon 2004-04-05 All All All

Application Kame Racoon 2004-04-07b All All All

Application Kame Racoon 2004-05-03 All All All

Application Kame Racoon 2005-01-03 All All All

Application Kame Racoon 2005-01-10 All All All

Application Kame Racoon 2005-01-17 All All All

Application Kame Racoon 2005-01-24 All All All

Application Kame Racoon 2005-01-31 All All All

Application Kame Racoon 2005-02-07 All All All

Application Kame Racoon 2005-02-14 All All All

Application Kame Racoon 2005-02-21 All All All

Application Kame Racoon 2005-02-28 All All All

Application Kame Racoon 2005-03-07 All All All

Operating System Redhat Enterprise Linux 3.0 All advanced_servers All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation All

Operating System Redhat Enterprise Linux 4.0 All advanced_server All

Operating System Redhat Enterprise Linux 4.0 All enterprise_server All

Operating System Redhat Enterprise Linux 4.0 All workstation All

Operating System Redhat Enterprise Linux 3.0 All advanced_servers All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation All

Operating System Redhat Enterprise Linux 4.0 All advanced_server All

Operating System Redhat Enterprise Linux 4.0 All enterprise_server All

Operating System Redhat Enterprise Linux 4.0 All workstation All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All
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Application Sgi Propack 3.0 All All All

Application Sgi Propack 3.0 All All All

Operating System Suse Suse Linux All All desktop All

Operating System Suse Suse Linux All All enterprise_server All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.1 All x86_64 All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 9.2 All x86_64 All

Operating System Suse Suse Linux All All desktop All

Operating System Suse Suse Linux All All enterprise_server All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.1 All x86_64 All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 9.2 All x86_64 All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Advisories - Mandriva MANDRAKE

bugzilla.redhat.com/bugzilla/attachment.cgi MISC

IBM X-Force Exchange XF

SourceForge.net: ipsec-tools-devel MLIST

Gentoo Linux Documentation -- IPsec-Tools: racoon Denial of Service GENTOO

Repository / Oval Repository OVAL

Secunia - Advisories - KAME Racoon ISAKMP Header Parsing Denial of Service SECUNIA

SecurityTracker.com Archives - Racoon Input Validation Error in ISAKMP Generic Header Length Field Lets Remote Users Deny Service SECTRACK

rhn.redhat.com | Red Hat Support REDHAT

KAME Racoon Malformed ISAKMP Packet Headers Denial of Service Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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