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Heap-based buffer overflow in GIF2.cpp in Firefox before 1.0.2, Mozilla before to 1.7.6, and Thunderbird before 1.0.2, and |
| i

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
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Secunia - Advisories - Mozilla Firefox Three Vulnerabilities
Repository / Oval Repository

SCOSA-2005.49

SUSE update for MozillaThunderbird - Advisories - Secunia

SCO OpenServer Release 5.0.7 Maintenance Pack 4 Released - Multiple Vulnerabilities Fixed
Mozilla GIF Image Processing Library Remote Heap Overflow Vulnerability
rhn.redhat.com | Red Hat Support

rhn.redhat.com | Red Hat Support

Security Announcement

Gentoo Linux Documentation -- Mozilla Suite: Multiple vulnerabilities
US-CERT Vulnerability Note VU#557948

Repository / Oval Repository

MFSA 2005-30: GIF heap overflow parsing Netscape extension 2
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
rhn.redhat.com | Red Hat Support

20050323 Mozilla Foundation GIF Overflow

P-160: GIF Heap Overflow Parsing Netscape Extension 2

IBM X-Force Exchange

150877 — CAN-2005-0399 firefox GIF buffer overflow
rhn.redhat.com | Red Hat Support
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Source
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CVE.ORG

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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secunia.com
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www.securityfocus.com
www.securityfocus.com
www.redhat.com
www.redhat.com
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www.mozilla.org
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