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Summary

CVE CVE-2005-0490

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description Multiple stack-based buffer overflows in libcURL and cURL 7.12.1, and possibly other versions, allow remote malicious web servers to execute arbitrary code via base64 encoded replies that exceed the intended buffer lengths when decoded, which is not properly handled by (1) the Curl_input_ntlm function in http_ntlm.c during NTLM authentication or (2) the Curl_krb_kauth and krb4_auth functions in krb4.c during Kerberos authentication.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-131 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 5.1 AV:N/AC:H/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2005-0490/mitre
https://cve.report/CVE-2005-0490/nist
https://cve.report/CVE-2005-0490/cve_org
https://cve.report/api/cve/CVE-2005-0490.json
https://cve.report/CVE-2005-0490.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:H/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Haxx Curl 7.12.1 All All All

Application Haxx Libcurl 7.12.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforce.ibmcloud.com

rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661108 www.redhat.com

Accenture | Let there be change af854a3a-2127-422b-91ae-364da2661108 www.idefense.com

Advisories - Mandriva af854a3a-2127-422b-91ae-364da2661108 www.mandriva.com

cURL / libcURL Kerberos Authentication Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

cURL / libcURL NTLM Authentication Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

Gentoo Linux Documentation -- curl: NTLM response buffer overflow af854a3a-2127-422b-91ae-364da2661108 www.gentoo.org

Home - Conectiva af854a3a-2127-422b-91ae-364da2661108 distro.conectiva.com.br

Accenture | Let there be change af854a3a-2127-422b-91ae-364da2661108 www.idefense.com

High

Access Vector

Network

Access Complexity

High

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/haxx
http://cve.report/software/haxx/curl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/19423
http://www.redhat.com/support/errata/RHSA-2005-340.html
http://www.idefense.com/application/poi/display?id=203&type=vulnerabilities
http://www.mandriva.com/security/advisories?name=MDKSA-2005:048
http://www.securityfocus.com/bid/12616
http://www.securityfocus.com/bid/12615
http://www.gentoo.org/security/en/glsa/glsa-200503-20.xml
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000940
http://www.idefense.com/application/poi/display?id=202&type=vulnerabilities


Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108 oval.cisecurity.org

'[Full-Disclosure] [USN-86-1] cURL vulnerability' - MARC af854a3a-2127-422b-91ae-364da2661108 marc.info

Security Announcement af854a3a-2127-422b-91ae-364da2661108 www.novell.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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