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CVE CVE-2005-0496
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-02-21 05:00:00 UTC
Updated 2017-07-11 01:32:00 UTC
Description Arkeia Network Backup Client 5.x contains hard-coded credentials that effectively serve as a back door, which allows remo
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Knox Software Arkeia 4.0 All All All

Application Knox Software Arkeia 4.1 All All All

Application Knox Software Arkeia 4.2 All All All

Application Knox Software Arkeia 5.2 All All All

Application Knox Software Arkeia 5.3 All All All

Application Knox Software Arkeia 4.0 All All All

Application Knox Software Arkeia 4.1 All All All

Application Knox Software Arkeia 4.2 All All All

Application Knox Software Arkeia 5.2 All All All

Application Knox Software Arkeia 5.3 All All All

Reference Source
Metasploit | Penetration Testing Software, Pen Testing Security | Metasploit MISC

Arkeia Network Backup Type 77 Request Buffer Overflow Yields Root/LocalSystem Access to Remote Users - SecurityTracker SECTRACK
'Arkeia Network Backup Client Remote Access' - MARC BUGTRAQ

IBM X-Force Exchange XF
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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