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CVE-2005-0511

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Vbulletin from Jelsoft contain the foIIowing
’ vulnerability:

misc.php for vBulletin 3.0.6 and earlier, when "Add Template Name in
HTML Comments" is enabled, allows remote attackers to execute
arbitrary PHP code via nested variables in the template parameter.

CVE-2005-0511 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

vBulletin 3.0.7 Released - Security Patch - vBulletin pd CONFIRM www.vbulletin.com/forum/showthread.php?
Community Forum postid=819562

VBulletin Misc.PHP Arbitrary PHP Script Code Execution D BID 12622

Vulnerability

'[SCAN Associates Security Advisory] vbulletin 3.0.6 and  [IEEGTEN @ BUGTRAQ 20050222 [SCAN Associates Security
below php code injection' - MARC Advisory] vbulletin 3.0.6 and below php code injection
Secunia - Advisories - vBulletin "template” PHP Code Z { SECUNIA 14326

Injection Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application Jelsoft Vbulletin 2.0

Application Jelsoft Vbulletin 2.0.1
Application Jelsoft Vbulletin 2.0.2
Application Jelsoft Vbulletin 2.0_beta_2
Application Jelsoft Vbulletin 2.0_beta_3
Application Jelsoft Vbulletin 220
Application Jelsoft Vbulletin 2.2.1
Application Jelsoft Vbulletin 222
Application Jelsoft Vbulletin 223
Application Jelsoft Vbulletin 224
Application Jelsoft Vbulletin 2.2.5
Application Jelsoft Vbulletin 2.2.6
Application Jelsoft Vbulletin 2.2.7
Application Jelsoft Vbulletin 2.2.8
Application Jelsoft Vbulletin 2.2.9 _can
Application Jelsoft Vbulletin 2.3.0
Application Jelsoft Vbulletin 2.3.3
Application Jelsoft Vbulletin 2.3.4
Application Jelsoft Vbulletin 3.0.0
Application Jelsoft Vbulletin 3.0.0_beta_2
Application Jelsoft Vbulletin 3.0.0_can4
Application Jelsoft Vbulletin 3.0.0_rc4
Application Jelsoft Vbulletin 3.0.1
Application Jelsoft Vbulletin 3.0.2
Application Jelsoft Vbulletin 3.0.3
Application Jelsoft Vbulletin 3.04
Application Jelsoft Vbulletin 3.05
Application Jelsoft Vbulletin 3.0.6
Application Jelsoft Vbulletin 3.0_beta_2
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cpe:2.3:ajelsoft:vbulletin:2.2.0:*:*: "

cpe:2.3:ajelsoft:vbulletin:2.2.1 %"

cpe:2.3:ajelsoft:vbulletin:2.2.2:*:*:*:*:*

cpe:2.3:ajelsoft:vbulletin:2.2.3:*:*:*:*: "

cpe:2.3:a:jelsoft:vbulletin:2.2.4: ="

cpe:2.3:ajelsoft:vbulletin:2.2.5:** %"

cpe:2.3:ajelsoft:vbulletin:2.2.6:*:*:*:*:*:*:*:

cpe:2.3:ajelsoft:vbulletin:2.2.7:** %"

cpe:2.3:a:jelsoft:vbulletin:2.2.8:*:*: "

cpe:2.3:a:jelsoft:vbulletin:2.3.0:*:* "

cpe:2.3:a:jelsoft:vbulletin:2.3.3:*:*: "

cpe:2.3:a:jelsoft:vbulletin:2.3.4:**

cpe:2.3:a:jelsoft:vbulletin:3.0.0:* % :*:*:*:

Sk Lk akk ok akak.

cpe:2.3:a:jelsoft:vbulletin:3.0.0_beta_2:*:*:*:*:*:*:*:

akk kKKK Lk,

cpe:2.3:a:jelsoft:vbulletin:3.0.0_cand:*:*:*:*:*:*:*:

cpe:2.3:a:jelsoft:vbulletin:3.0.1 %

cpe:2.3:a:jelsoft:vbulletin:3.0.2:* " ™

cpe:2.3:a:jelsoft:vbulletin:3.0.3: " :*:

cpe:2.3:a:jelsoft:vbulletin:3.0.4 ™

cpe:2.3:a:jelsoft:vbulletin:3.0.5: " :*:

cpe:2.3:a:jelsoft:vbulletin:3.0.6:* " :*:
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cpe:2.3:a:jelsoft:vbulletin:3.0_beta_2:*:*:*:*:*:*:*:
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cpe:2.3:ajelsoft:vbulletin:2.2.5:** %"

cpe:2.3:ajelsoft:vbulletin:2.2.6:*:*: "

cpe:2.3:ajelsoft:vbulletin:2.2. 7% "

cpe:2.3:a:jelsoft:vbulletin:2.2.8:*:*: " :*:*:
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cpe:2.3:a:jelsoft:vbulletin:2.3.3:*:*: "

cpe:2.3:a:jelsoft:vbulletin:2.3.4:***:***:

cpe:2.3:a:jelsoft:vbulletin:3.0.0:*:*:*:*:**:*:
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No vendor comments have been submitted for this CVE
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