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Summary

CVE CVE-2005-0527

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Firefox 1.0 allows remote attackers to execute arbitrary code via plugins that load "privileged content" into frames, as demonstrated using certain XUL events when a user drags a scrollbar two times, aka "Firescrolling."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0 All All All

References

Reference Source Link

Gentoo Linux Documentation -- Mozilla Firefox: Various vulnerabilities GENTOO www.gentoo.org

Repository / Oval Repository OVAL oval.cisecurity.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Gentoo Linux Documentation -- Mozilla Suite: Multiple vulnerabilities GENTOO www.gentoo.org

SecurityTracker.com Archives - Mozilla Firefox XPCOM Access Flaw Lets Remote Users Execute Arbitrary Code SECTRACK securitytracker.com

mikx - browser security research MISC www.mikx.de

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

MFSA 2005-27: Plugins can be used to load privileged content CONFIRM www.mozilla.org

Repository / Oval Repository OVAL oval.cisecurity.org

'Firescrolling [Firefox 1.0]' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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