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Summary

CVE CVE-2005-0533

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2008-09-05 20:46:00 UTC

Description Heap-based buffer overflow in Trend Micro AntiVirus Library VSAPI before 7.510, as used in multiple Trend Micro products, allows remote attackers to execute arbitrary code via a crafted ARJ file with long header file names that modify pointers within a structure.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Client-server-messaging Suite Smb gold All windows All

Application Trend Micro Client-server-messaging Suite Smb gold All windows All

Application Trend Micro Client-server Suite Smb gold All windows All

Application Trend Micro Client-server Suite Smb gold All windows All

Application Trend Micro Control Manager gold All as_400 All

Application Trend Micro Control Manager gold All solaris All

Application Trend Micro Control Manager gold All s_390 All

Application Trend Micro Control Manager gold All windows All

Application Trend Micro Control Manager gold All windows_nt All

Application Trend Micro Control Manager netware All All All

Application Trend Micro Control Manager gold All as_400 All

Application Trend Micro Control Manager gold All solaris All

Application Trend Micro Control Manager gold All s_390 All

Application Trend Micro Control Manager gold All windows All

Application Trend Micro Control Manager gold All windows_nt All

Application Trend Micro Control Manager netware All All All

Application Trend Micro Interscan Emanager 3.5 All hp All
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Application Trend Micro Interscan Emanager 3.5 All hp All

Application Trend Micro Interscan Emanager 3.5.2 All windows All

Application Trend Micro Interscan Emanager 3.51 All All All

Application Trend Micro Interscan Emanager 3.51_j All All All

Application Trend Micro Interscan Emanager 3.6 All linux All

Application Trend Micro Interscan Emanager 3.6 All sun All

Application Trend Micro Interscan Emanager 3.5 All hp All

Application Trend Micro Interscan Emanager 3.5.2 All windows All

Application Trend Micro Interscan Emanager 3.51 All All All

Application Trend Micro Interscan Emanager 3.51_j All All All

Application Trend Micro Interscan Emanager 3.6 All linux All

Application Trend Micro Interscan Emanager 3.6 All sun All

Application Trend Micro Interscan Messaging Security Suite 3.81 All All All

Application Trend Micro Interscan Messaging Security Suite 5.5 All All All

Application Trend Micro Interscan Messaging Security Suite gold All linux All

Application Trend Micro Interscan Messaging Security Suite gold All solaris All

Application Trend Micro Interscan Messaging Security Suite gold All windows All

Application Trend Micro Interscan Messaging Security Suite 3.81 All All All

Application Trend Micro Interscan Messaging Security Suite 5.5 All All All

Application Trend Micro Interscan Messaging Security Suite gold All linux All

Application Trend Micro Interscan Messaging Security Suite gold All solaris All

Application Trend Micro Interscan Messaging Security Suite gold All windows All

Application Trend Micro Interscan Viruswall 3.0.1 All linux All

Application Trend Micro Interscan Viruswall 3.0.1 All unix All

Application Trend Micro Interscan Viruswall 3.4 All windows_nt All

Application Trend Micro Interscan Viruswall 3.5 All windows_nt All

Application Trend Micro Interscan Viruswall 3.51 All windows_nt All

Application Trend Micro Interscan Viruswall 3.52 All windows_nt All

Application Trend Micro Interscan Viruswall 3.52_build1466 All windows_nt All

Application Trend Micro Interscan Viruswall 3.6 All hp_ux All

Application Trend Micro Interscan Viruswall 3.6 All solaris All

Application Trend Micro Interscan Viruswall 3.6 All unix All

Application Trend Micro Interscan Viruswall 3.6 All windows_nt All

Application Trend Micro Interscan Viruswall 3.6.5 All linux All

Application Trend Micro Interscan Viruswall 5.1 All windows_nt All

Application Trend Micro Interscan Viruswall gold All aix All
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Application Trend Micro Interscan Viruswall gold All linux_for_smb All

Application Trend Micro Interscan Viruswall gold All smb All

Application Trend Micro Interscan Viruswall gold All windows All

Application Trend Micro Interscan Viruswall gold All windows_nt_for_smb All

Application Trend Micro Interscan Viruswall 3.0.1 All linux All

Application Trend Micro Interscan Viruswall 3.0.1 All unix All

Application Trend Micro Interscan Viruswall 3.4 All windows_nt All

Application Trend Micro Interscan Viruswall 3.5 All windows_nt All

Application Trend Micro Interscan Viruswall 3.51 All windows_nt All

Application Trend Micro Interscan Viruswall 3.52 All windows_nt All

Application Trend Micro Interscan Viruswall 3.52_build1466 All windows_nt All

Application Trend Micro Interscan Viruswall 3.6 All hp_ux All

Application Trend Micro Interscan Viruswall 3.6 All solaris All

Application Trend Micro Interscan Viruswall 3.6 All unix All

Application Trend Micro Interscan Viruswall 3.6 All windows_nt All

Application Trend Micro Interscan Viruswall 3.6.5 All linux All

Application Trend Micro Interscan Viruswall 5.1 All windows_nt All

Application Trend Micro Interscan Viruswall gold All aix All

Application Trend Micro Interscan Viruswall gold All linux_for_smb All

Application Trend Micro Interscan Viruswall gold All smb All

Application Trend Micro Interscan Viruswall gold All windows All

Application Trend Micro Interscan Viruswall gold All windows_nt_for_smb All

Application Trend Micro Interscan Webmanager 1.2 All All All

Application Trend Micro Interscan Webmanager 2.0 All All All

Application Trend Micro Interscan Webmanager 2.1 All All All

Application Trend Micro Interscan Webmanager 1.2 All All All

Application Trend Micro Interscan Webmanager 2.0 All All All

Application Trend Micro Interscan Webmanager 2.1 All All All

Application Trend Micro Interscan Webprotect gold All isa All

Application Trend Micro Interscan Webprotect gold All isa All

Application Trend Micro Interscan Web Security Suite gold All linux All

Application Trend Micro Interscan Web Security Suite gold All solaris All

Application Trend Micro Interscan Web Security Suite gold All windows All

Application Trend Micro Interscan Web Security Suite gold All linux All

Application Trend Micro Interscan Web Security Suite gold All solaris All

Application Trend Micro Interscan Web Security Suite gold All windows All
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Application Trend Micro Interscan Web Security Suite gold All windows All

Application Trend Micro Officescan 3.0 All corporate All

Application Trend Micro Officescan corporate_3.0 All windows_nt_server All

Application Trend Micro Officescan corporate_3.1.1 All windows_nt_server All

Application Trend Micro Officescan corporate_3.11 All All All

Application Trend Micro Officescan corporate_3.11 All windows_nt_server All

Application Trend Micro Officescan corporate_3.13 All All All

Application Trend Micro Officescan corporate_3.13 All windows_nt_server All

Application Trend Micro Officescan corporate_3.5 All All All

Application Trend Micro Officescan corporate_3.5 All windows_nt_server All

Application Trend Micro Officescan corporate_3.54 All All All

Application Trend Micro Officescan corporate_5.02 All All All

Application Trend Micro Officescan corporate_5.5 All All All

Application Trend Micro Officescan corporate_5.58 All All All

Application Trend Micro Officescan corporate_6.5 All All All

Application Trend Micro Officescan 3.0 All corporate All

Application Trend Micro Officescan corporate_3.0 All windows_nt_server All

Application Trend Micro Officescan corporate_3.1.1 All windows_nt_server All

Application Trend Micro Officescan corporate_3.11 All All All

Application Trend Micro Officescan corporate_3.11 All windows_nt_server All

Application Trend Micro Officescan corporate_3.13 All All All

Application Trend Micro Officescan corporate_3.13 All windows_nt_server All

Application Trend Micro Officescan corporate_3.5 All All All

Application Trend Micro Officescan corporate_3.5 All windows_nt_server All

Application Trend Micro Officescan corporate_3.54 All All All

Application Trend Micro Officescan corporate_5.02 All All All

Application Trend Micro Officescan corporate_5.5 All All All

Application Trend Micro Officescan corporate_5.58 All All All

Application Trend Micro Officescan corporate_6.5 All All All

Application Trend Micro Pc-cillin 2000 All All All

Application Trend Micro Pc-cillin 2002 All All All

Application Trend Micro Pc-cillin 2003 All All All

Application Trend Micro Pc-cillin 6.0 All All All

Application Trend Micro Pc-cillin 2000 All All All

Application Trend Micro Pc-cillin 2002 All All All

Application Trend Micro Pc-cillin 2003 All All All
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Application Trend Micro Pc-cillin 6.0 All All All

Application Trend Micro Portalprotect 1.0 All All All

Application Trend Micro Portalprotect 1.0 All All All

Application Trend Micro Scanmail 2.51 All domino All

Application Trend Micro Scanmail 2.6 All domino All

Application Trend Micro Scanmail 3.8 All microsoft_exchange All

Application Trend Micro Scanmail 3.81 All microsoft_exchange All

Application Trend Micro Scanmail 6.1 All microsoft_exchange All

Application Trend Micro Scanmail gold All lotus_domino_on_aix All

Application Trend Micro Scanmail gold All lotus_domino_on_as_400 All

Application Trend Micro Scanmail gold All lotus_domino_on_solaris All

Application Trend Micro Scanmail gold All lotus_domino_on_s_390 All

Application Trend Micro Scanmail gold All lotus_domino_on_windows All

Application Trend Micro Scanmail 2.51 All domino All

Application Trend Micro Scanmail 2.6 All domino All

Application Trend Micro Scanmail 3.8 All microsoft_exchange All

Application Trend Micro Scanmail 3.81 All microsoft_exchange All

Application Trend Micro Scanmail 6.1 All microsoft_exchange All

Application Trend Micro Scanmail gold All lotus_domino_on_aix All

Application Trend Micro Scanmail gold All lotus_domino_on_as_400 All

Application Trend Micro Scanmail gold All lotus_domino_on_solaris All

Application Trend Micro Scanmail gold All lotus_domino_on_s_390 All

Application Trend Micro Scanmail gold All lotus_domino_on_windows All

Application Trend Micro Scanmail Emanager All All All All

Application Trend Micro Scanmail Emanager All All All All

Application Trend Micro Serverprotect 1.25_2007-02-16 All linux All

Application Trend Micro Serverprotect 1.3 All linux All

Application Trend Micro Serverprotect 2.5 All linux All

Application Trend Micro Serverprotect 5.3.1 All All All

Application Trend Micro Serverprotect 1.25_2007-02-16 All linux All

Application Trend Micro Serverprotect 1.3 All linux All

Application Trend Micro Serverprotect 2.5 All linux All

Application Trend Micro Serverprotect 5.3.1 All All All

References

Reference Source

http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/pc-cillin
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/portalprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/portalprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail_emanager
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/scanmail_emanager
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/serverprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/serverprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/serverprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/serverprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/serverprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/serverprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/serverprotect
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/serverprotect


Reference Source

SecurityTracker.com Archives - TrendMicro PC-cillin Buffer Overflow in ARJ Parser Lets Remote Users Execute Arbitrary Code SECTRACK

SecurityTracker.com Archives - TrendMicro OfficeScan Buffer Overflow in ARJ Parser Lets Remote Users Execute Arbitrary Code SECTRACK

Secunia - Advisories - Trend Micro Products AntiVirus Library Buffer Overflow SECUNIA

20050224 Trend Micro AntiVirus Library Heap Overflow ISS

Vulnerability in VSAPI ARJ parsing could allow Remote Code execution CONFIRM

Trend Micro VSAPI ARJ Handling Heap Overflow Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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