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Summary

CVE CVE-2005-0546

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2018-10-19 15:31:00 UTC

Description Multiple buffer overflows in Cyrus IMAPd before 2.2.11 may allow attackers to execute arbitrary code via (1) an off-by-one error in the imapd annotate extension, (2) an off-by-one error in "cached header handling," (3) a stack-based buffer overflow in fetchnews, or (4) a stack-based buffer overflow in imapd.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cyrus Imapd 2.0.17 All All All

Application Cyrus Imapd 2.1.16 All All All

Application Cyrus Imapd 2.1.17 All All All

Application Cyrus Imapd 2.1.18 All All All

Application Cyrus Imapd 2.2.10 All All All

Application Cyrus Imapd 2.0.17 All All All

Application Cyrus Imapd 2.1.16 All All All

Application Cyrus Imapd 2.1.17 All All All

Application Cyrus Imapd 2.1.18 All All All

Application Cyrus Imapd 2.2.10 All All All
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Gentoo Linux Documentation -- Cyrus IMAP Server: Multiple overflow vulnerabilities

Gentoo Bug 82404 - net-mail/cyrus-imapd New version fix security issues
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archive.info-cyrus - 33613

Cyrus IMAPD Multiple Remote Buffer Overflow Vulnerabilities

'[USN-87-1] Cyrus IMAP server vulnerability' - MARC

Secunia - Advisories - Cyrus IMAP Server Buffer Overflow Vulnerabilities

Repository / Oval Repository

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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