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Summary

CVE CVE-2005-0586

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Firefox before 1.0.1 and Mozilla before 1.7.6 allows remote malicious web sites to spoof the extensions of files to download via the Content-Disposition header, which could be used to trick users into downloading dangerous content.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.10 All All All

Application Mozilla Firefox 0.10.1 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 0.10 All All All

Application Mozilla Firefox 0.10.1 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All
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Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Mozilla 1.3 All All All

Application Mozilla Mozilla 1.4 All All All

Application Mozilla Mozilla 1.4 alpha All All

Application Mozilla Mozilla 1.4.1 All All All

Application Mozilla Mozilla 1.5 All All All

Application Mozilla Mozilla 1.5 alpha All All

Application Mozilla Mozilla 1.5 rc1 All All

Application Mozilla Mozilla 1.5 rc2 All All

Application Mozilla Mozilla 1.5.1 All All All

Application Mozilla Mozilla 1.6 All All All

Application Mozilla Mozilla 1.6 alpha All All

Application Mozilla Mozilla 1.6 beta All All

Application Mozilla Mozilla 1.7 All All All

Application Mozilla Mozilla 1.7 alpha All All

Application Mozilla Mozilla 1.7 beta All All

Application Mozilla Mozilla 1.7 rc1 All All

Application Mozilla Mozilla 1.7 rc2 All All

Application Mozilla Mozilla 1.7 rc3 All All

Application Mozilla Mozilla 1.7.1 All All All

Application Mozilla Mozilla 1.7.2 All All All

Application Mozilla Mozilla 1.7.3 All All All

Application Mozilla Mozilla 1.7.5 All All All

Application Mozilla Mozilla 1.3 All All All

Application Mozilla Mozilla 1.4 All All All

Application Mozilla Mozilla 1.4 alpha All All

Application Mozilla Mozilla 1.4.1 All All All

Application Mozilla Mozilla 1.5 All All All

Application Mozilla Mozilla 1.5 alpha All All

Application Mozilla Mozilla 1.5 rc1 All All

Application Mozilla Mozilla 1.5 rc2 All All

Application Mozilla Mozilla 1.5.1 All All All

Application Mozilla Mozilla 1.6 All All All

Application Mozilla Mozilla 1.6 alpha All All

Application Mozilla Mozilla 1.6 beta All All

http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/mozilla


Application Mozilla Mozilla 1.7 All All All

Application Mozilla Mozilla 1.7 alpha All All

Application Mozilla Mozilla 1.7 beta All All

Application Mozilla Mozilla 1.7 rc1 All All

Application Mozilla Mozilla 1.7 rc2 All All

Application Mozilla Mozilla 1.7 rc3 All All

Application Mozilla Mozilla 1.7.1 All All All

Application Mozilla Mozilla 1.7.2 All All All

Application Mozilla Mozilla 1.7.3 All All All

Application Mozilla Mozilla 1.7.5 All All All

References

Reference Source Link Tags

Gentoo Linux Documentation -- Mozilla Firefox: Various vulnerabilities GENTOO www.gentoo.org Patch, Vendor Advisory

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

MFSA 2005-22: Download dialog spoofing using Content-Disposition header CONFIRM www.mozilla.org Vendor Advisory

Mozilla Suite Multiple Remote Vulnerabilities BID www.securityfocus.com

Secunia - Advisories - Mozilla / Firefox "Save Link As" Download Dialog Spoofing SECUNIA secunia.com Patch, Vendor Advisory

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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