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Summary

CVE CVE-2005-0589

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description The Form Fill feature in Firefox before 1.0.1 allows remote attackers to steal potentially sensitive information via an input control that monitors the values that are generated by the autocomplete capability.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.10 All All All

Application Mozilla Firefox 0.10.1 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 0.10 All All All

Application Mozilla Firefox 0.10.1 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All
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Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Firefox 1.0 All All All

References

Reference Source Link Tags

Repository / Oval Repository OVAL oval.cisecurity.org

Gentoo Linux Documentation -- Mozilla Firefox: Various vulnerabilities GENTOO www.gentoo.org Patch, Vendor Advisory

270697 – (autocompleteLeak) Autocomplete data leak CONFIRM bugzilla.mozilla.org Patch

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

MFSA 2005-19: Autocomplete data leak CONFIRM www.mozilla.org Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

Mozilla Suite Multiple Remote Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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