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Summary

CVE CVE-2005-0605

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-03-02 05:00:00 UTC

Updated 2018-10-03 21:29:00 UTC

Description scan.c for LibXPM may allow attackers to execute arbitrary code via a negative bitmap_unit value that leads to a buffer overflow.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Altlinux Alt Linux 2.3 All compact All

Operating System Altlinux Alt Linux 2.3 All junior All

Operating System Altlinux Alt Linux 2.3 All compact All

Operating System Altlinux Alt Linux 2.3 All junior All

Application Lesstif Lesstif 0.93.94 All All All

Application Lesstif Lesstif 0.93.94 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 10.1 All All All

Operating System Mandrakesoft Mandrake Linux 10.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 10.2 All All All

Operating System Mandrakesoft Mandrake Linux 10.2 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 10.1 All All All

Operating System Mandrakesoft Mandrake Linux 10.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 10.2 All All All
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Operating System Mandrakesoft Mandrake Linux 10.2 All All All

Operating System Mandrakesoft Mandrake Linux 10.2 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All x86_64 All

Operating System Redhat Enterprise Linux 3.0 All advanced_server All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation_server All

Operating System Redhat Enterprise Linux 4.0 All advanced_server All

Operating System Redhat Enterprise Linux 4.0 All enterprise_server All

Operating System Redhat Enterprise Linux 4.0 All workstation All

Operating System Redhat Enterprise Linux 3.0 All advanced_server All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation_server All

Operating System Redhat Enterprise Linux 4.0 All advanced_server All

Operating System Redhat Enterprise Linux 4.0 All enterprise_server All

Operating System Redhat Enterprise Linux 4.0 All workstation All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Fedora Core core_2.0 All All All

Operating System Redhat Fedora Core core_3.0 All All All

Operating System Redhat Fedora Core core_2.0 All All All

Operating System Redhat Fedora Core core_3.0 All All All

Application Sgi Propack 3.0 All All All

Application Sgi Propack 3.0 All All All

Operating System Suse Suse Linux 6.1 All All All

Operating System Suse Suse Linux 6.1 alpha All All

Operating System Suse Suse Linux 6.2 All All All

Operating System Suse Suse Linux 6.3 All All All
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Operating System Suse Suse Linux 6.3 All ppc All

Operating System Suse Suse Linux 6.3 alpha All All

Operating System Suse Suse Linux 6.4 All All All

Operating System Suse Suse Linux 6.4 All i386 All

Operating System Suse Suse Linux 6.4 All ppc All

Operating System Suse Suse Linux 6.4 alpha All All

Operating System Suse Suse Linux 7.0 All All All

Operating System Suse Suse Linux 7.0 All i386 All

Operating System Suse Suse Linux 7.0 All ppc All

Operating System Suse Suse Linux 7.0 All sparc All

Operating System Suse Suse Linux 7.0 alpha All All

Operating System Suse Suse Linux 7.1 All All All

Operating System Suse Suse Linux 7.1 All spa All

Operating System Suse Suse Linux 7.1 All sparc All

Operating System Suse Suse Linux 7.1 All x86 All

Operating System Suse Suse Linux 7.1 alpha All All

Operating System Suse Suse Linux 7.2 All All All

Operating System Suse Suse Linux 7.2 All i386 All

Operating System Suse Suse Linux 7.3 All All All

Operating System Suse Suse Linux 7.3 All i386 All

Operating System Suse Suse Linux 7.3 All ppc All

Operating System Suse Suse Linux 7.3 All sparc All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.0 All i386 All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.1 All x86_64 All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 9.2 All x86_64 All

Operating System Suse Suse Linux 6.1 All All All

Operating System Suse Suse Linux 6.1 alpha All All

Operating System Suse Suse Linux 6.2 All All All

Operating System Suse Suse Linux 6.3 All All All
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Operating System Suse Suse Linux 6.3 All All All

Operating System Suse Suse Linux 6.3 All ppc All

Operating System Suse Suse Linux 6.3 alpha All All

Operating System Suse Suse Linux 6.4 All All All

Operating System Suse Suse Linux 6.4 All i386 All

Operating System Suse Suse Linux 6.4 All ppc All

Operating System Suse Suse Linux 6.4 alpha All All

Operating System Suse Suse Linux 7.0 All All All

Operating System Suse Suse Linux 7.0 All i386 All

Operating System Suse Suse Linux 7.0 All ppc All

Operating System Suse Suse Linux 7.0 All sparc All

Operating System Suse Suse Linux 7.0 alpha All All

Operating System Suse Suse Linux 7.1 All All All

Operating System Suse Suse Linux 7.1 All spa All

Operating System Suse Suse Linux 7.1 All sparc All

Operating System Suse Suse Linux 7.1 All x86 All

Operating System Suse Suse Linux 7.1 alpha All All

Operating System Suse Suse Linux 7.2 All All All

Operating System Suse Suse Linux 7.2 All i386 All

Operating System Suse Suse Linux 7.3 All All All

Operating System Suse Suse Linux 7.3 All i386 All

Operating System Suse Suse Linux 7.3 All ppc All

Operating System Suse Suse Linux 7.3 All sparc All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.0 All i386 All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.1 All x86_64 All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 9.2 All x86_64 All

Application X.org X11r6 6.7.0 All All All

Application X.org X11r6 6.8 All All All

Application X.org X11r6 6.8.1 All All All
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Application X.org X11r6 6.7.0 All All All

Application X.org X11r6 6.8 All All All

Application X.org X11r6 6.8.1 All All All

Application Xfree86 Project X11r6 3.3 All All All

Application Xfree86 Project X11r6 3.3.2 All All All

Application Xfree86 Project X11r6 3.3.3 All All All

Application Xfree86 Project X11r6 3.3.4 All All All

Application Xfree86 Project X11r6 3.3.5 All All All

Application Xfree86 Project X11r6 3.3.6 All All All

Application Xfree86 Project X11r6 4.0 All All All

Application Xfree86 Project X11r6 4.0.1 All All All

Application Xfree86 Project X11r6 4.0.2.11 All All All

Application Xfree86 Project X11r6 4.0.3 All All All

Application Xfree86 Project X11r6 4.1.0 All All All

Application Xfree86 Project X11r6 4.1.11 All All All

Application Xfree86 Project X11r6 4.1.12 All All All

Application Xfree86 Project X11r6 4.2.0 All All All

Application Xfree86 Project X11r6 4.2.1 All All All

Application Xfree86 Project X11r6 4.2.1 All errata All

Application Xfree86 Project X11r6 4.3.0 All All All

Application Xfree86 Project X11r6 4.3.0.1 All All All

Application Xfree86 Project X11r6 4.3.0.2 All All All

Application Xfree86 Project X11r6 3.3 All All All

Application Xfree86 Project X11r6 3.3.2 All All All

Application Xfree86 Project X11r6 3.3.3 All All All

Application Xfree86 Project X11r6 3.3.4 All All All

Application Xfree86 Project X11r6 3.3.5 All All All

Application Xfree86 Project X11r6 3.3.6 All All All

Application Xfree86 Project X11r6 4.0 All All All

Application Xfree86 Project X11r6 4.0.1 All All All

Application Xfree86 Project X11r6 4.0.2.11 All All All

Application Xfree86 Project X11r6 4.0.3 All All All

Application Xfree86 Project X11r6 4.1.0 All All All

Application Xfree86 Project X11r6 4.1.11 All All All

Application Xfree86 Project X11r6 4.1.12 All All All
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Application Xfree86 Project X11r6 4.2.0 All All All

Application Xfree86 Project X11r6 4.2.1 All All All

Application Xfree86 Project X11r6 4.2.1 All errata All

Application Xfree86 Project X11r6 4.3.0 All All All
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Red Hat 2007-03-14 Mark J Cox Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.
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