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Summary

CVE CVE-2005-0618

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2008-09-05 20:46:00 UTC

Description The SMTP binding function in Symantec Firewall/VPN Appliance 200/200R firmware after 1.5Z and before 1.68, Gateway Security 360/360R and 460/460R firmware before vuild 858, and Nexland Pro800turbo, when configured for load balancing between two WANs, might send SMTP traffic to a trusted network through an untrusted network.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nexland Pro800turbo All All All All

Hardware Nexland Pro800turbo All All All All

Hardware Symantec Firewall Vpn Appliance 200r All All All All

Hardware Symantec Firewall Vpn Appliance 200r All All All All

Hardware Symantec Gateway Security 360 All All All All

Hardware Symantec Gateway Security 460 All All All All

References

Reference Source Link Tags

Symantec Security Center CONFIRM securityresponse.symantec.com

Secunia - Advisories - Symantec Firewall Devices SMTP Binding Configuration Bypass SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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