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Summary

CVE CVE-2005-0718

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-04-14 04:00:00 UTC

Updated 2018-10-03 21:29:00 UTC

Description Squid 2.5.STABLE7 and earlier allows remote attackers to cause a denial of service (segmentation fault) by aborting the connection during a (1) PUT or (2) POST request, which causes Squid to access previously freed memory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squid Squid 2.0.patch1 All All All

Application Squid Squid 2.0.patch2 All All All

Application Squid Squid 2.0.pre1 All All All

Application Squid Squid 2.0.release All All All

Application Squid Squid 2.0_patch2 All All All

Application Squid Squid 2.1.patch1 All All All

Application Squid Squid 2.1.patch2 All All All

Application Squid Squid 2.1.pre1 All All All

Application Squid Squid 2.1.pre3 All All All

Application Squid Squid 2.1.pre4 All All All

Application Squid Squid 2.1.release All All All

Application Squid Squid 2.1_patch2 All All All

Application Squid Squid 2.2.devel3 All All All

Application Squid Squid 2.2.devel4 All All All

Application Squid Squid 2.2.pre1 All All All

Application Squid Squid 2.2.pre2 All All All

Application Squid Squid 2.2.stable1 All All All
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Application Squid Squid 2.2.stable1 All All All

Application Squid Squid 2.2.stable2 All All All

Application Squid Squid 2.2.stable3 All All All

Application Squid Squid 2.2.stable4 All All All

Application Squid Squid 2.2.stable5 All All All

Application Squid Squid 2.3.devel2 All All All

Application Squid Squid 2.3.devel3 All All All

Application Squid Squid 2.3.stable1 All All All

Application Squid Squid 2.3.stable2 All All All

Application Squid Squid 2.3.stable3 All All All

Application Squid Squid 2.3.stable4 All All All

Application Squid Squid 2.3.stable5 All All All

Application Squid Squid 2.3_.stable4 All All All

Application Squid Squid 2.3_.stable5 All All All

Application Squid Squid 2.3_stable5 All All All

Application Squid Squid 2.4 All All All

Application Squid Squid 2.4.stable1 All All All

Application Squid Squid 2.4.stable2 All All All

Application Squid Squid 2.4.stable3 All All All

Application Squid Squid 2.4.stable4 All All All

Application Squid Squid 2.4.stable6 All All All

Application Squid Squid 2.4.stable7 All All All

Application Squid Squid 2.4_.stable2 All All All

Application Squid Squid 2.4_.stable6 All All All

Application Squid Squid 2.4_.stable7 All All All

Application Squid Squid 2.4_stable7 All All All

Application Squid Squid 2.5.6 All All All

Application Squid Squid 2.5.stable1 All All All

Application Squid Squid 2.5.stable2 All All All

Application Squid Squid 2.5.stable3 All All All

Application Squid Squid 2.5.stable4 All All All

Application Squid Squid 2.5.stable5 All All All

Application Squid Squid 2.5.stable6 All All All

Application Squid Squid 2.5.stable7 All All All

Application Squid Squid 2.5_.stable1 All All All

Application Squid Squid 2.5_.stable3 All All All
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Application Squid Squid 2.5_.stable4 All All All

Application Squid Squid 2.5_.stable5 All All All

Application Squid Squid 2.5_.stable6 All All All

Application Squid Squid 2.5_stable3 All All All

Application Squid Squid 2.5_stable4 All All All

Application Squid Squid 2.5_stable9 All All All

Application Squid Squid 2.0.patch1 All All All

Application Squid Squid 2.0.patch2 All All All

Application Squid Squid 2.0.pre1 All All All

Application Squid Squid 2.0.release All All All

Application Squid Squid 2.0_patch2 All All All

Application Squid Squid 2.1.patch1 All All All

Application Squid Squid 2.1.patch2 All All All

Application Squid Squid 2.1.pre1 All All All

Application Squid Squid 2.1.pre3 All All All

Application Squid Squid 2.1.pre4 All All All

Application Squid Squid 2.1.release All All All

Application Squid Squid 2.1_patch2 All All All

Application Squid Squid 2.2.devel3 All All All

Application Squid Squid 2.2.devel4 All All All

Application Squid Squid 2.2.pre1 All All All

Application Squid Squid 2.2.pre2 All All All

Application Squid Squid 2.2.stable1 All All All

Application Squid Squid 2.2.stable2 All All All

Application Squid Squid 2.2.stable3 All All All

Application Squid Squid 2.2.stable4 All All All

Application Squid Squid 2.2.stable5 All All All

Application Squid Squid 2.3.devel2 All All All

Application Squid Squid 2.3.devel3 All All All

Application Squid Squid 2.3.stable1 All All All

Application Squid Squid 2.3.stable2 All All All

Application Squid Squid 2.3.stable3 All All All

Application Squid Squid 2.3.stable4 All All All

Application Squid Squid 2.3.stable5 All All All

Application Squid Squid 2.3_.stable4 All All All

Application Squid Squid 2.3_.stable5 All All All
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Application Squid Squid 2.3_.stable5 All All All

Application Squid Squid 2.3_stable5 All All All

Application Squid Squid 2.4 All All All

Application Squid Squid 2.4.stable1 All All All

Application Squid Squid 2.4.stable2 All All All

Application Squid Squid 2.4.stable3 All All All

Application Squid Squid 2.4.stable4 All All All

Application Squid Squid 2.4.stable6 All All All

Application Squid Squid 2.4.stable7 All All All

Application Squid Squid 2.4_.stable2 All All All

Application Squid Squid 2.4_.stable6 All All All

Application Squid Squid 2.4_.stable7 All All All

Application Squid Squid 2.4_stable7 All All All

Application Squid Squid 2.5.6 All All All

Application Squid Squid 2.5.stable1 All All All

Application Squid Squid 2.5.stable2 All All All

Application Squid Squid 2.5.stable3 All All All

Application Squid Squid 2.5.stable4 All All All

Application Squid Squid 2.5.stable5 All All All

Application Squid Squid 2.5.stable6 All All All

Application Squid Squid 2.5.stable7 All All All

Application Squid Squid 2.5_.stable1 All All All

Application Squid Squid 2.5_.stable3 All All All

Application Squid Squid 2.5_.stable4 All All All

Application Squid Squid 2.5_.stable5 All All All

Application Squid Squid 2.5_.stable6 All All All

Application Squid Squid 2.5_stable3 All All All

Application Squid Squid 2.5_stable4 All All All

Application Squid Squid 2.5_stable9 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

Repository / Oval Repository OVAL oval.cisecurity.org

404 Not Found FEDORA fedoranews.org
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Squid Proxy Aborted Connection Remote Denial Of Service Vulnerability BID www.securityfocus.com

USN-111-1: Squid vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

Secunia - Advisories - Squid "clientAbortBody()" and PUT/POST Denial of Service Vulnerabilities SECUNIA secunia.com

Squid-2.5 Patches CONFIRM www1.uk.squid-cache.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

404 Not Found CONFIRM www.squid-cache.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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