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CVE CVE-2005-0749
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-04-01 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description The load_elf_library in the Linux kernel before 2.6.11.6 allows local users to cause a denial of service (kernel crash) via a ¢l

/ |

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov
AV:L/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.0 All All All
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Operating System Linux Linux Kernel 2.6.11 rc4 All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.2 All All All
Operating System Linux Linux Kernel 2.6.11.3 All All All
Operating System Linux Linux Kernel 2.6.11.4 All All All
Operating System Linux Linux Kernel 2.6.11.6 All All All
Operating System Linux Linux Kernel 2.6.11.7 All All All
Operating System Linux Linux Kernel 2.6.11.8 All All All
Operating System Linux Linux Kernel 2.6_test9_cvs All All All
Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

USN-103-1: Linux kernel vulnerabilities | Ubuntu security notices
SGI ProPack kernel Multiple Vulnerabilities - Advisories - Secunia
Linux Kernel EIf Binary Loading Local Denial of Service Vulnerability
152532 — Multiple kernel security problems: CAN-2005-0384, CAN-2005-0400, CAN-2005-0449, CAN-2005-0531(?), CAN-2005-0749, CAN-2
rhn.redhat.com | Red Hat Support
patches.sgi.com/support/free/security/advisories/20060402-01-U
IBM X-Force Exchange

Secunia - Advisories - Linux Kernel Multiple Vulnerabilities
rhn.redhat.com | Red Hat Support
kernel.org/pub/linux/kernel/v2.6/ChangelLog-2.6.11.6
rhn.redhat.com | Red Hat Support

CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10640
http://www.redhat.com/support/errata/RHSA-2005-293.html
https://usn.ubuntu.com/103-1/
http://secunia.com/advisories/19607
http://www.securityfocus.com/bid/12935
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=152532
http://www.redhat.com/support/errata/RHSA-2005-551.html
ftp://patches.sgi.com/support/free/security/advisories/20060402-01-U
https://exchange.xforce.ibmcloud.com/vulnerabilities/19867
http://secunia.com/advisories/14713/
http://www.redhat.com/support/errata/RHSA-2005-366.html
http://kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.11.6
http://www.redhat.com/support/errata/RHSA-2005-529.html
https://www.cve.org/CVERecord?id=CVE-2005-0749
https://nvd.nist.gov/vuln/detail/CVE-2005-0749
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