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Buffer overflow in CVS before 1.11.20 allows remote attackers to execute arbitrary code.

Risk And Classification

Problem Types: NVD-CWE-Other
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Application Cvs Cvs 1.10 All All All

Application Cvs Cvs 1.10.6 All All All

Application Cvs Cvs 1.10.7 All All All

Application Cvs Cvs 1.10.8 All All All

Application Cvs Cvs 1.11 All All All

Application Cvs Cvs 1111 All All All

Application Cvs Cvs 1.11.10 All All All

Application Cvs Cvs 1.11.11 All All All

Application Cvs Cvs 1.11.14 All All All

Application Cvs Cvs 1.11.15 All All All

Application Cvs Cvs 1.11.16 All All All

Application Cvs Cvs 1.11.1_pt All All All

Application Cvs Cvs 1.11.2 All All All

Application Cvs Cvs 1.11.3 All All All

Application Cvs Cvs 1.11.4 All All All

Application Cvs Cvs 1.11.5 All All All

Application Cvs Cvs 1.11.6 All All All

Reference Source Link Tags
Secunia - Advisories - CVS Buffer Overflow and Denial of Service Vulnerabilities SECUNIA  secunia.com Patch, Venc
Debian -- Security Information -- DSA-742-1 cvs DEBIAN www.debian.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
rhn.redhat.com | Red Hat Support REDHAT  www.redhat.com Patch, Venc
Gentoo Linux Documentation -- CVS: Multiple vulnerabilities GENTOO  www.gentoo.org Patch, Venc
bugs.gentoo.org/attachment.cgi MISC bugs.gentoo.org Vendor Adv
Repository / Oval Repository OVAL oval.cisecurity.org

Security Announcement SUSE www.novell.com Patch, Venc
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ¢
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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