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State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-13 04:00:00 UTC
Updated 2019-10-16 20:01:00 UTC
Description zgrep in gzip before 1.3.5 does not properly sanitize arguments, which allows local users to execute arbitrary commands vi:
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 4.10 All All All
Operating System Canonical Ubuntu Linux 5.04 All All All
Operating System Canonical Ubuntu Linux 4.10 All All All
Operating System Canonical Ubuntu Linux 5.04 All All All
Application Gnu Gzip All All All All
Application Gnu Gzip All All All All
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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