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Summary

CVE CVE-2005-0759

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-03-23 05:00:00 UTC

Updated 2017-10-11 01:30:00 UTC

Description ImageMagick before 6.0 allows remote attackers to cause a denial of service (application crash) via a TIFF image with an invalid tag.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Imagemagick Imagemagick 5.3.3 All All All

Application Imagemagick Imagemagick 5.3.8 All All All

Application Imagemagick Imagemagick 5.4.3 All All All

Application Imagemagick Imagemagick 5.4.4.5 All All All

Application Imagemagick Imagemagick 5.4.7 All All All

Application Imagemagick Imagemagick 5.4.8 All All All

Application Imagemagick Imagemagick 5.4.8.2.1.1.0 All All All

Application Imagemagick Imagemagick 5.5.3.2.1.2.0 All All All

Application Imagemagick Imagemagick 5.5.4 All All All

Application Imagemagick Imagemagick 5.5.6 All All All

Application Imagemagick Imagemagick 5.5.6.0_2003-04-09 All All All

Application Imagemagick Imagemagick 5.5.7 All All All

Application Imagemagick Imagemagick 5.3.3 All All All

Application Imagemagick Imagemagick 5.3.8 All All All

Application Imagemagick Imagemagick 5.4.3 All All All

Application Imagemagick Imagemagick 5.4.4.5 All All All

Application Imagemagick Imagemagick 5.4.7 All All All
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Application Imagemagick Imagemagick 5.4.7 All All All

Application Imagemagick Imagemagick 5.4.8 All All All

Application Imagemagick Imagemagick 5.4.8.2.1.1.0 All All All

Application Imagemagick Imagemagick 5.5.3.2.1.2.0 All All All

Application Imagemagick Imagemagick 5.5.4 All All All

Application Imagemagick Imagemagick 5.5.6 All All All

Application Imagemagick Imagemagick 5.5.6.0_2003-04-09 All All All

Application Imagemagick Imagemagick 5.5.7 All All All

Application Sgi Propack 3.0 All All All

Application Sgi Propack 3.0 All All All

References
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Debian -- Security Information -- DSA-702-1 imagemagick

SecurityTracker.com Archives - ImageMagick TIFF, PSD, and SGI Image File Processing Bugs Let Remote Users Deny Service or Execute Arbitrary Code

rhn.redhat.com | Red Hat Support

Repository / Oval Repository

Security Announcement

ImageMagick TIFF Image Tag Denial Of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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