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Summary

CVE CVE-2005-0772

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-06-28 04:00:00 UTC

Updated 2023-12-28 15:29:00 UTC

Description VERITAS Backup Exec 9.0 through 10.0 for Windows Servers, and 9.0.4019 through 9.1.307 for Netware, allows remote attackers to cause a denial of service (Remote Agent crash) via (1) a crafted packet in NDMLSRVR.DLL or (2) a request packet with an invalid (non-0) "Error Status" value, which triggers a null dereference.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Veritas Backup Exec 10.0 All All All

Application Symantec Veritas Backup Exec 10.0_sp1 All All All

Application Symantec Veritas Backup Exec 10.0 All All All

Application Symantec Veritas Backup Exec 10.0_sp1 All All All

Application Veritas Backup Exec All All All All

Application Veritas Backup Exec All All All All

References

Reference

VERITAS Security Advisory VX05-008: Denial of Service (DoS) in VERITAS NetBackup for NetWare Media Servers

SecurityTracker.com Archives - Veritas Backup Exec Bugs Let Remote Users Execute Arbitrary Code, Crash the System, and Modify the Registry

Accenture | Let there be change

VERITAS Software Security Advisory VX05-001

Cyber Defense I Accenture

Secunia - Advisories - VERITAS Backup Exec Multiple Vulnerabilities

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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