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Summary

CVE CVE-2005-0773

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-06-18 04:00:00 UTC

Updated 2011-03-08 02:20:00 UTC

Description Stack-based buffer overflow in VERITAS Backup Exec Remote Agent 9.0 through 10.0 for Windows, and 9.0.4019 through 9.1.307 for Netware allows remote attackers to execute arbitrary code via a CONNECT_CLIENT_AUTH request with authentication method type 3 (Windows credentials) and a long password argument.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Veritas Backup Exec 10.0_rev.5484 All All All

Application Symantec Veritas Backup Exec 10.0_rev.5484_sp1 All All All

Application Symantec Veritas Backup Exec 9.0.4019 All All All

Application Symantec Veritas Backup Exec 9.0.4170 All All All

Application Symantec Veritas Backup Exec 9.0.4172 All All All

Application Symantec Veritas Backup Exec 9.0.4174 All All All

Application Symantec Veritas Backup Exec 9.0.4202 All All All

Application Symantec Veritas Backup Exec 9.0_rev.4367 All All All

Application Symantec Veritas Backup Exec 9.0_rev.4367_sp1 All All All

Application Symantec Veritas Backup Exec 9.0_rev.4454 All All All

Application Symantec Veritas Backup Exec 9.0_rev.4454_sp1 All All All

Application Symantec Veritas Backup Exec 9.1.1067.2 All All All

Application Symantec Veritas Backup Exec 9.1.1067.3 All All All

Application Symantec Veritas Backup Exec 9.1.1127.1 All All All

Application Symantec Veritas Backup Exec 9.1.1151.1 All All All

Application Symantec Veritas Backup Exec 9.1.1152 All All All

Application Symantec Veritas Backup Exec 9.1.1152.4 All All All
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Application Symantec Veritas Backup Exec 9.1.1152.4 All All All

Application Symantec Veritas Backup Exec 9.1.1154 All All All

Application Symantec Veritas Backup Exec 9.1.306 All All All

Application Symantec Veritas Backup Exec 9.1.307 All All All

Application Symantec Veritas Backup Exec 9.1_rev.4691 All All All

Application Symantec Veritas Backup Exec 9.1_rev.4691_sp2 All All All

Application Symantec Veritas Backup Exec 10.0_rev.5484 All All All

Application Symantec Veritas Backup Exec 10.0_rev.5484_sp1 All All All

Application Symantec Veritas Backup Exec 9.0.4019 All All All

Application Symantec Veritas Backup Exec 9.0.4170 All All All

Application Symantec Veritas Backup Exec 9.0.4172 All All All

Application Symantec Veritas Backup Exec 9.0.4174 All All All

Application Symantec Veritas Backup Exec 9.0.4202 All All All

Application Symantec Veritas Backup Exec 9.0_rev.4367 All All All

Application Symantec Veritas Backup Exec 9.0_rev.4367_sp1 All All All

Application Symantec Veritas Backup Exec 9.0_rev.4454 All All All

Application Symantec Veritas Backup Exec 9.0_rev.4454_sp1 All All All

Application Symantec Veritas Backup Exec 9.1.1067.2 All All All

Application Symantec Veritas Backup Exec 9.1.1067.3 All All All

Application Symantec Veritas Backup Exec 9.1.1127.1 All All All

Application Symantec Veritas Backup Exec 9.1.1151.1 All All All

Application Symantec Veritas Backup Exec 9.1.1152 All All All

Application Symantec Veritas Backup Exec 9.1.1152.4 All All All

Application Symantec Veritas Backup Exec 9.1.1154 All All All

Application Symantec Veritas Backup Exec 9.1.306 All All All

Application Symantec Veritas Backup Exec 9.1.307 All All All

Application Symantec Veritas Backup Exec 9.1_rev.4691 All All All

Application Symantec Veritas Backup Exec 9.1_rev.4691_sp2 All All All

References

Reference

Veritas Backup Exec Remote Agent for Windows Servers Authentication Buffer Overflow Vulnerability

SecurityTracker.com Archives - Veritas Backup Exec Bugs Let Remote Users Execute Arbitrary Code, Crash the System, and Modify the Registry

Patch summary for Security Advisories VX05-001, VX05-002, VX05-003, VX05-005, VX05-006, VX05-007

US-CERT Vulnerability Note VU#492105

VERITAS Software Security Advisory VX05-002

US-CERT Technical Cyber Security Alert TA05-180A -- VERITAS Backup Exec Software is actively being exploited
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US-CERT Technical Cyber Security Alert TA05-180A -- VERITAS Backup Exec Software is actively being exploited

Cyber Defense I Accenture

17624

Secunia - Advisories - VERITAS Backup Exec Multiple Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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