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Summary

CVE CVE-2005-0791

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-03-14 05:00:00 UTC

Updated 2017-07-11 01:32:00 UTC

Description Cross-site scripting (XSS) vulnerability in adframe.php in phpAdsNew 2.0.4-pr1, when register_globals is enabled, allows remote attackers to inject arbitrary web script or HTML via the refresh parameter.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpadsnew Phpadsnew 2.0.4_pr1 All All All

Application Phpadsnew Phpadsnew 2.0.4_pr1 All All All

References

Reference

'[SECURITYREASON.COM] phpAdsNew 2.0.4-pr1 Multiple vulnerabilities' - MARC

PHPAdsNew AdFrame.PHP Cross-Site Scripting Vulnerability

Secunia - Advisories - phpPgAds / phpAdsNew "refresh" Cross-Site Scripting Vulnerability

SecurityTracker.com Archives - phpAdsNew 'adframe.php' Permits Cross-Site Scripting Attacks and Various Scripts Disclose the Installation Path to Remote Users

14787

CXSECURITY.COM Free Security List

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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http://securitytracker.com/id?1013429
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http://securityreason.com/adv/%255BphpAdsNew%202.0.4-pr1%20Multiple%20vulnerabilities%20cXIb8O3.9%255D.asc
https://exchange.xforce.ibmcloud.com/vulnerabilities/19692
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There are currently no legacy QID mappings associated with this CVE.
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