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Summary

CVE CVE-2005-0848

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2017-07-11 01:32:00 UTC

Description Multiple games developed by FUN labs, including 4X4 Off-road Adventure III, Big Game Hunter, Dangerous Hunts, Deer Hunt, Revolution, Secret Service, Shadow Force, and US Most Wanted, allow remote attackers to cause a denial of service via an empty UDP packet to the server, which cannot detect that a new packet has arrived using the socket ioctl.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Funlabs 4x4 Off-road Adventure Iii All All All All

Application Funlabs 4x4 Off-road Adventure Iii All All All All

Application Funlabs Cabelas Big Game Hunter 2004 Season All All All All

Application Funlabs Cabelas Big Game Hunter 2004 Season All All All All

Application Funlabs Cabelas Big Game Hunter 2005 All All All All

Application Funlabs Cabelas Big Game Hunter 2005 All All All All

Application Funlabs Cabelas Dangerous Hunts All All All All

Application Funlabs Cabelas Dangerous Hunts All All All All

Application Funlabs Cabelas Deer Hunt 2005 Season All All All All

Application Funlabs Cabelas Deer Hunt 2005 Season All All All All

Application Funlabs Revolution All All All All

Application Funlabs Revolution All All All All

Application Funlabs Secret Service In Harms Way All All All All

Application Funlabs Secret Service In Harms Way All All All All

Application Funlabs Shadow Force Razor Unit All All All All

Application Funlabs Shadow Force Razor Unit All All All All

Application Funlabs Us Most Wanted Nowhere To Hide All All All All
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Application Funlabs Us Most Wanted Nowhere To Hide All All All All

Application Funlabs Us Most Wanted Nowhere To Hide All All All All

References

Reference Source Link Tags

SecurityTracker.com Archives - FUN labs Games Can Be Crashed By Remote Users SECTRACK securitytracker.com Exploit, Vendor Advisory

Secunia - Advisories - FUN labs Various Games Denial of Service Vulnerabilities SECUNIA secunia.com Vendor Advisory

aluigi.altervista.org/adv/funlabsboom-adv.txt MISC aluigi.altervista.org Exploit, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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