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Summary

CVE CVE-2005-0873

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2016-10-18 03:15:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in test.jsp in Oracle Reports Server 10g (9.0.4.3.3) allow remote attackers to inject arbitrary web script or HTML via the (1) desname or (2) repprod parameter.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle 10g Reports Server 9.0.4.3.3 All All All

Application Oracle 10g Reports Server 9.0.4.3.3 All All All

References

Reference Source Link

Secunia - Advisories - Oracle Products 85 Unspecified Vulnerabilities SECUNIA secunia.com

Oracle Critical Patch Update - October 2005 CONFIRM www.oracle.com

Oracle October Security Update Multiple Vulnerabilities BID www.securityfocus.com

Page not found | Oracle CONFIRM www.oracle.com

US-CERT Technical Cyber Security Alert TA05-292A -- Oracle Products Contain Multiple Vulnerabilities CERT www.us-cert.gov

Oracle Reports Server 10g Multiple Remote Cross-Site Scripting Vulnerabilities BID www.securityfocus.com

VU#210524 - Oracle products contain multiple vulnerabilities CERT-VN www.kb.cert.org

'Oracle Reports Server 10g Vulnerable to XSS' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/bid/15134
http://www.oracle.com/technology/deploy/security/pdf/public_vuln_to_advisory_mapping.html
http://www.us-cert.gov/cas/techalerts/TA05-292A.html
http://www.securityfocus.com/bid/12892
http://www.kb.cert.org/vuls/id/210524
http://marc.info/?l=bugtraq&m=111168323804203&w=2
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https://nvd.nist.gov/vuln/detail/CVE-2005-0873


There are currently no legacy QID mappings associated with this CVE.
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