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CVE-2005-0941

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC-HIAU:NIC P/I:PIAP Certain versions of Openoffice from Openoffice contain the foIIowing
vulnerability:

The StgCompObjStream::Load function in OpenOffice.org OpenOffice
1.1.4 and earlier allocates memory based on 16 bit length values, but
process memory using 32 bit values, which allows remote attackers to
cause a denial of service and possibly execute arbitrary code via a
DOC document with certain length values, which leads to a heap-
based buffer overflow.

CVE-2005-0941 has been assigned by [f] cve@mitre.org to track the vulnerability
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CVE References

Description Tags Link

Security Announcement ] SUSE SUSE-SR:2005:021

text/html
Not Archived

SecurityFocus D BUGTRAQ 20050412 OpenOffice DOC
document Heap Overflow

Gentoo Linux Documentation -- OpenOffice.Org: DOC ¢ GENTOO GLSA-200504-13

document Heap Overflow X

OpenOffice Malformed Document Remote Heap Overflow ™ BID 13092

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:9106
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https://cve.report/CVE-2005-0941/cve_org
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http://cve.report/glossary/cvss-2-score-details/
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https://web.archive.org/web/2005/http://www.novell.com/linux/security/advisories/2005_21_sr.html
http://www.securityfocus.com/archive/1/395516
http://www.gentoo.org/security/en/glsa/glsa-200504-13.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9106
http://cve.report/bid/13092
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rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:375

Search by bug number & CONFIRM

www.openoffice.org/issues/show_bug.cgi?
id=46388

Secunia - Advisories - SUSE Updates for Multiple Packages { SECUNIA 17027

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Openoffice Openoffice 1.0.1 All All All
Application Openoffice Openoffice 1.0.2 All All All
Application Openoffice Openoffice 1.1.0 All All All
Application Openoffice Openoffice 1.1.1 All All All
Application Openoffice Openoffice 1.1.2 All All All
Application Openoffice Openoffice 1.1.3 All All All
Application Openoffice Openoffice 1.1.4 All All All
Application Openoffice Openoffice 1.0.1 All All All
Application Openoffice Openoffice 1.0.2 All All All
Application Openoffice Openoffice 1.1.0 All All All
Application Openoffice Openoffice 1.1.1 All All All
Application Openoffice Openoffice 1.1.2 All All All
Application Openoffice Openoffice 1.1.3 All All All
Application Openoffice Openoffice 1.1.4 All All All
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No vendor comments have been submitted for this CVE
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