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Summary

CVE CVE-2005-0942

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2023-11-07 01:57:00 UTC

Description The XP Server process (xp_server) in Sybase Adaptive Server Enterprise (ASE) XP Server 12.x before 12.5.3 ESD#1 allows attackers to cause a denial of service (process crash) via malformed data sent to the XP Server TCP port.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sybase Adaptive Server Enterprise 11.03.3 All linux All

Application Sybase Adaptive Server Enterprise 11.5 All digital_unix All

Application Sybase Adaptive Server Enterprise 11.5 All hp All

Application Sybase Adaptive Server Enterprise 11.5 All sun All

Application Sybase Adaptive Server Enterprise 11.5 All win All

Application Sybase Adaptive Server Enterprise 11.5.1 All digital_unix All

Application Sybase Adaptive Server Enterprise 11.5.1 All hp All

Application Sybase Adaptive Server Enterprise 11.5.1 All sun All

Application Sybase Adaptive Server Enterprise 11.5.1 All win All

Application Sybase Adaptive Server Enterprise 11.9.2 All digital_unix All

Application Sybase Adaptive Server Enterprise 11.9.2 All hp All

Application Sybase Adaptive Server Enterprise 11.9.2 All sun All

Application Sybase Adaptive Server Enterprise 11.9.2 All win All

Application Sybase Adaptive Server Enterprise 12.0 All digital_unix All

Application Sybase Adaptive Server Enterprise 12.0 All hp All

Application Sybase Adaptive Server Enterprise 12.0 All sun All

Application Sybase Adaptive Server Enterprise 12.0 All win All
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Application Sybase Adaptive Server Enterprise 12.0 All win All

Application Sybase Adaptive Server Enterprise 12.0.1 All digital_unix All

Application Sybase Adaptive Server Enterprise 12.0.1 All hp All

Application Sybase Adaptive Server Enterprise 12.0.1 All sun All

Application Sybase Adaptive Server Enterprise 12.0.1 All win All

Application Sybase Adaptive Server Enterprise 12.5 All digital_unix All

Application Sybase Adaptive Server Enterprise 12.5 All hp All

Application Sybase Adaptive Server Enterprise 12.5 All linux All

Application Sybase Adaptive Server Enterprise 12.5 All sgi All

Application Sybase Adaptive Server Enterprise 12.5 All sun All

Application Sybase Adaptive Server Enterprise 12.5 All win All

Application Sybase Adaptive Server Enterprise 12.5.2 All All All

Application Sybase Adaptive Server Enterprise 12.5.3 All All All

Application Sybase Adaptive Server Enterprise 11.03.3 All linux All

Application Sybase Adaptive Server Enterprise 11.5 All digital_unix All

Application Sybase Adaptive Server Enterprise 11.5 All hp All

Application Sybase Adaptive Server Enterprise 11.5 All sun All

Application Sybase Adaptive Server Enterprise 11.5 All win All

Application Sybase Adaptive Server Enterprise 11.5.1 All digital_unix All

Application Sybase Adaptive Server Enterprise 11.5.1 All hp All

Application Sybase Adaptive Server Enterprise 11.5.1 All sun All

Application Sybase Adaptive Server Enterprise 11.5.1 All win All

Application Sybase Adaptive Server Enterprise 11.9.2 All digital_unix All

Application Sybase Adaptive Server Enterprise 11.9.2 All hp All

Application Sybase Adaptive Server Enterprise 11.9.2 All sun All

Application Sybase Adaptive Server Enterprise 11.9.2 All win All

Application Sybase Adaptive Server Enterprise 12.0 All digital_unix All

Application Sybase Adaptive Server Enterprise 12.0 All hp All

Application Sybase Adaptive Server Enterprise 12.0 All sun All

Application Sybase Adaptive Server Enterprise 12.0 All win All

Application Sybase Adaptive Server Enterprise 12.0.1 All digital_unix All

Application Sybase Adaptive Server Enterprise 12.0.1 All hp All

Application Sybase Adaptive Server Enterprise 12.0.1 All sun All

Application Sybase Adaptive Server Enterprise 12.0.1 All win All

Application Sybase Adaptive Server Enterprise 12.5 All digital_unix All

Application Sybase Adaptive Server Enterprise 12.5 All hp All

http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise
http://cve.report/vendor/sybase
http://cve.report/software/sybase/adaptive_server_enterprise


Application Sybase Adaptive Server Enterprise 12.5 All linux All

Application Sybase Adaptive Server Enterprise 12.5 All sgi All

Application Sybase Adaptive Server Enterprise 12.5 All sun All

Application Sybase Adaptive Server Enterprise 12.5 All win All

Application Sybase Adaptive Server Enterprise 12.5.2 All All All

Application Sybase Adaptive Server Enterprise 12.5.3 All All All

References

Reference

SecurityFocus

IBM X-Force Exchange

Sybase Inc - Urgent Customer Notification: Security Issues in ASE 12.5.3 and Earlier

Access Denied

www.sybase.com/detail/1%2C6904%2C1033894%2C00.html

Neohapsis Archives - Bugtraq - #0315 - Sybase ASE 12.5.2 vulnerabilities

'Sybase ASE Multiple Security Issues (#NISR05042005)' - MARC

Secunia - Advisories - Sybase ASE Three Unspecified Vulnerabilities

www.ngssoftware.com/advisories/sybase-ase.txt

Sybase Inc - Adaptive Server Enterprise - Companion TechNote to UCN entitled Urgent from Sybase: Security Issues in ASE 12.5.3 and Earlier

Sorry, the content you are trying to view does not exist. If you feel this message is in error, please email the webmaster.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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