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Summary

CVE CVE-2005-0967

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-05-02 04:00:00 UTC

Updated 2018-10-19 15:31:00 UTC

Description Gaim 1.2.0 allows remote attackers to cause a denial of service (application crash) via a malformed file transfer request to a Jabber user, which leads to an out-of-bounds read.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rob Flynn Gaim 1.2.0 All All All

Application Rob Flynn Gaim 1.2.0 All All All

References

Reference Source Link

Secunia - Advisories - Gaim Multiple Denial of Service Weaknesses SECUNIA secunia.com

Gaim Jabber File Request Remote Denial Of Service Vulnerability BID www.securityfocus.com

SecurityFocus FEDORA www.securityfocus.com

Advisories - Mandriva MANDRAKE www.mandriva.com

Repository / Oval Repository OVAL oval.cisecurity.org

SecurityTracker.com Archives - Gaim Can Be Crashed By Remote Users Sending Invalid Jabber File Transfer Requests SECTRACK securitytracker.com

Security Announcement SUSE www.novell.com

SourceForge.net: Log In to SourceForge.net CONFIRM sourceforge.net

Support REDHAT www.redhat.com

Security Issues - Gaim CONFIRM gaim.sourceforge.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2005-0967/mitre
https://cve.report/CVE-2005-0967/nist
https://cve.report/CVE-2005-0967/cve_org
https://cve.report/CVE-2005-0967.pdf
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim
http://secunia.com/advisories/14815
http://www.securityfocus.com/bid/13004
http://www.securityfocus.com/archive/1/426078/100/0/threaded
http://www.mandriva.com/security/advisories?name=MDKSA-2005:071
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9657
http://securitytracker.com/id?1013645
http://www.novell.com/linux/security/advisories/2005_36_sudo.html
http://sourceforge.net/tracker/?func=detail&aid=1172115&group_id=235&atid=100235
http://www.redhat.com/support/errata/RHSA-2005-365.html
http://gaim.sourceforge.net/security/?id=15
https://www.cve.org/CVERecord?id=CVE-2005-0967
https://nvd.nist.gov/vuln/detail/CVE-2005-0967


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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